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Name Dominik Engel

Academic Degree Priv.-Doz. Dipl.-Ing. Mag. Dr.

Contact Details Salzburg University of Applied Sciences
Urstein Sued 1, 5412 Puch/Salzburg, Austria
E-Mail: dominik.engel@fh-salzburg.ac.at

Web https://www.fh-salzburg.ac.at/

ORCID 0000-0002-0946-2426

Education

Aug. 2018 Habilitation (venia docendi) for Applied Informatics at the Univer-
sity of Salzburg
Reviewers: Prof. Negar Kiyavash (Georgia Institute of Technology,
USA), Prof. Hartmut Schmeck (Karlsruhe Institute of Technology,
Germany), Prof. Astrid Nieße (University of Hannover, Germany)

Sep. 2008 Doctoral Degree in Technical Sciences (passed with distinction),
University of Salzburg
PhD Thesis on “Media Encryption for Still Visual Data”
Supervisor: Univ.-Prof. Dr. Andreas Uhl

Apr. 2004 Master’s Degree in English and American Literature and Language
Studies (passed with distinction), University of Salzburg

Dec. 2002 Master’s Degree in Applied Informatics with application domain “Ar-
tificial Intelligence” (passed with distinction), University of Salzburg

1998/99 Year abroad at University of East Anglia (UK)

June 1996 A-Levels/Matura (passed with distinction), Bundesrealgymnasium
Innsbruck, Sillgasse

Academic and Professional Career

sind Oct. 2023 Rector at Salzburg University of Applied Sciences

since Sep. 2022 Managing Director at Salzburg University of Applied Sciences

since June 2020 Member of the Board of “Kreditschutzverband von 1870”

since Nov. 2019 Chief Research Officer at spin-off ”‘sproof ”’

since Dec. 2018 Member of the Senate of theChristianDoppler ResearchAssociation

since Aug. 2018 Visiting professor (“Privatdozent”) at University of Salzburg

since Sep. 2016 Member of the Board of Salzburg Wohnbau Group

since Dec. 2011 FH-Professor at the Salzburg University of Applied Sciences
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Jan. 2018 – Aug. 2022 Director Center for Secure Energy Informatics

Sep. 2015 – Aug. 2022 Head of Department Network Technologies and Security at the
Salzburg University of Applied Sciences

Jan. 2013 – Dec. 2017 Director Josef Ressel Center for User-Centric Smart Grid Privacy, Se-
curity and Control

Sep. 2010–Nov. 2011 Senior Researcher and Lecturer at the SalzburgUniversity of Applied
Sciences

Oct. 2008–Aug. 2010 International Product Manager Content Security at Sony DADC

March 2006–Sep. 2008 Researcher at the Department of Computer Sciences at the Univer-
sity of Salzburg

May 2005–Feb. 2006 Austrian Academy of Sciences scholar (DOC Dissertation Grant)

Nov. 2004–April 2005 Research Associate in the research group “Multimedia Signal Pro-
cessing and Security” at the University of Salzburg

March 2003–Sep. 2004 Research Associate in the DFG Collaborative Research Centre
SFB/TR 8 “Spatial Cognition” at the University of Bremen

Nov. 2000–Dez. 2002 ResearchAssistant in the research group “Multimedia Signal Process-
ing and Security” at the University of Salzburg

2000–2004 Development and support of a forecasting software for “Wind River”

2000–2001 Development and suppport of a CRM software for student bank ac-
counts for “Bank Austria”

1999–2002 Board member and project manager for “subnet”

1998 Foundingmember of non-profit organization “subnet – platform for
media culture and experimental technologies”

Research Projects

Jan. 2018–Aug. 2022 Center for Secure Energy Informatics
Director, 20 researchers

March 2021–Aug. 2022 ECOSINT – “Energy Communities System Integration” (FFG
project no. 881165)
Consortium Lead, project volume e1.4m

Nov. 2019–Aug. 2022 DET – “Digital Energy Twin” (FFG project no. 873599)
Lead for work package on secure communication and data handling

Jan. 2013–Dec. 2017 Josef Ressel Center for User-Centric Smart Grid Privacy, Security
and Control
Director, 14 researchers

March 2019–Feb. 2020 “Future Network Tariffs” (FFG project no. 871711)
Lead for Privacy and Security, 3 researchers

Jun. 2015–Nov. 2017 RASSA-Architektur – “Reference Architecture for a Secure Smart
Grid in Austria” (FFG project no. 848811),
Lead Work Package “Secure Consumer Integration”, 3 researchers

Sept. 2015–Aug. 2016 PROMISE – “Process Mining for Intrusion Detection in Smart En-
ergy Grids” (FFG project no. 849914)
Consortium Lead, 3 researchers

Apr. 2013–Sep. 2015 INTEGRA – “Integrated Smart Grid Reference Architecture of Lo-
cal Intelligent Distribution Grids and Transregional Virtual Power
Plants” (FFG Project No. 838793)
Project Lead for University of Applied Sciences, one researcher
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Jan. 2012–Dec. 201 4 “Privacy-protected Video Surveillance on Scalable Bitstreams” (FFG
Project No. 832082)
Project Lead for University of Applied Sciences

Aug. 2011–Jan. 2012 “Security in Industrial Process Control Systems”, (Collaborative
project with company partner Copa-data)
Principal Project Lead, two research assistants

Nov. 2006–Sep. 2008 “Adaptive Streaming of Secure & Scalable Wavelet Videos” (FWF
project no. P19159)
Researcher

Nov. 2004–Feb. 2008 EU Network of Excellence ECRYPT (IST-2002-507932)
Researcher

Nov. 2004–Dec. 2005 “Adaptive Security Techniques for Visual Data inWavelet-based Rep-
resentation” (FWF project no. P15170)
Researcher

Mar. 2003–Sep. 2004 “R1-[ImageSpace]” in the DFG Collaborative Research Centre SFB
TR/8 “Spatial Cognition”
Researcher

Nov. 2000–Dec. 2002 “Object-based Image andVideo Compressionwith Adaptive andHy-
brid Wavelet Techniques” (FWF Project No. P13732)
Researcher

Professional Trainings

2018 Director’s Programme, Salzburg Management and Business School

2012 Leadership (Salzburg University of Applied Sciences)

2011 Cisco Certified Academy Instructor (CCAI)

2010 The Storyboard Approach – Advanced techniques of creating
powerful presentations (BCD Business Communication Design,
Switzerland)

2009 Leadership Competence (Sony DADC)

2009 Functional Competence (Sony DADC)

Contributions to Standardization

since 2013 CEN/CENELEC/ETSI Smart Grid Co-ordination Group (European
Mandate M/490), Working Group ”‘Smart Grid Information Secu-
rity (SGIS)”’, Work Package 3: Privacy

since 2013 German Commission for Electrical, Electronic & Information Tech-
nologies of DIN and VDE (DKE), Steering Committee STD 1911
“Normung E-Energy / Smart Grids”, Working Group STD 1911.11
“Smart Grid Informationssicherheit”’

since 2013 German Association for Electrical, Electronic & Information Tech-
nologies (VDE), Working Group “Energy Information Networks”
(in German: “Energieinformationsnetze”)

since 2013 Austrian Computer Society (OCG), Working Group “Energy Infor-
matics” (in German: “Energieinformatik”)

since 2014 Austrian Technology Platform for Smart Grids

since 2014 Austrian Electrotechnical Association (ÖVE), Working Group
“Smart Grids”
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Grants and Awards

2021 Member of fit4internet Taskforce

2020 Nomination for Houska-Prize

2009 Nominated by the University of Salzburg for the “Gesellschaft für
Informatik (GI)” dissertation award

2006 EU Network of Excellence in Cryptology ECRYPT research grant

2005 Austrian Academy of Sciences (ÖAW) DOC dissertation grant (ac-
ceptance rate 2005: 17%)

2003 University of Salzburg merit grant for passing the Master’s degree in
Applied Informatics with distinction

2001–2002 Austrian Science Fund (FWF) research grant

Talks (Selection)

▸ Security and Privacy in Digital Innovation (in German, Atrium Unternehmensgespräche (hosted by
the Salzburg Chamber of Notaries), 2019

▸ Blockchain: Silver Bullet oder Rohrkrepierer? (in German), Industry Day of the Salzburg Chamber of
Commerce, 2018

▸ IT-Security for Future Energy Systems: A Lost Cause?, Keynote, DACH+ Energy Informatics, Olden-
burg 2018, Germany, 2018

▸ Datensicherheit und Datenschutz: Was bringt die Datenschutz-Grundverordnung (DSGVO)?, Federa-
tion of Austrian Industry, 2018

▸ The Interplay of Data Resolution and Privacy in Smart Metering, Invited Talk, Department of Electrical
Engineering, Cornell University, Ithaca, USA, 2017

▸ The Interplay of Data Resolution and Privacy in Smart Metering, Dagstuhl Seminar 16032 “Privacy and
Security in Smart Energy Grids”, http://dx.doi.org/10.4230/DagRep.6.1.99, Dagstuhl, Ger-
many, 2016

▸ Privacy-preserving Smart Metering: Methods and Applicability, Keynote – Communications for Energy
Workshop, Vienna, Austria, 2013

▸ Privacy and Security Challenges in the Privacy and Security Challenges in the Smart Grid User Domain,
Keynote – 1st ACMWorkshop on Information Hiding and Multimedia Security, Montpellier, France,
2013

▸ Privacy Challenges in Smart Grids, Panel Session on Smart Grid Security, IEEE ISGT EU 2014, Istanbul,
Turkey

▸ Panelist Round Table Sichere IKT Architektur im Smart Grid (in German), Session “Sicherheit, Sys-
temkontrolle und Versorgungssicherheit”, Smart Grids Week, Salzburg, Austria, 2013

▸ Datenschutz im Smart Metering: Herausforderungen und Lösungsansätze (in German), VDE Smart
Grid Forum,
Hannover Messe (Industry trade show on industrial automation, energy, industrial supply and more),
Germany, 2014

▸ Panelist Round Table Smart Metering – hemmen Privacy Bedenken den technischen Fortschritt? (in
German), Session “Kunden und Märkte”, Smart Grids Week, Graz, Austria, 2014

▸ Status der europäischen Standardisierung für IT-Security undPrivacy im SmartGrid (inGerman), Öster-
reichs Energie, Vienna, Austria, 2014

▸ Sichere IKT-Architektur im Smart Grid (in German), Österreichs Energie, Vienna, Austria, 2013
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▸ Datenschutz und -sicherheit im intelligenten Stromnetz (in German), Lecture series “Anwendungen in
Wirtschaft und Technik”, University of Salzburg, Austria, 2013

▸ Video Processing Activities and Applied Research at Sony DADC, with M. Aster, Invited Talk – 6th In-
ternational Symposium on Image and Signal Processing and Analysis (ISPA ’09), Salzburg, Austria,
2009

TPC and Reviewing Activities

▸ Member of the Steering Committee of DACH+ Energy Informatics (since 2019)

▸ Associate Editor for Springer EURASIP Journal on Information Security (2016 – 2022)

▸ Member of the Steering Committee of ARES – Conference on Availability, Reliability and Security
(2020–2022)

▸ Program Committee Co-Chair for Conference on Availability, Reliability and Security (ARES) 2022
(together with Matthias Fischer, Univ. Hamburg)

▸ General Chair for DACH+ Conference on Energy Informatics 2019

▸ General Chair and Program Committee Chair for Conference on Availability, Reliability and Security
(ARES) 2016 (together with Stephen Wicker, Cornell University)

▸ Chair for Special Session on “Security and Privacy Technologies for Intelligent Energy Networks” at
ACM IHMMSEC 2014 (together with Zekeriya Erkin, TU Delft)

▸ Reviewer for URSES+ Research Program for the Netherlands Organisation for Scientific Research
(NWO)

▸ Reviewer for “Deutsche Forschungsgemeinschaft” (DFG, German Research Society)

▸ Reviewing for Journals
IEEE Transactions on Smart Grid, IEEE Letters of the Computer Society, IEEE Transactions on Power
Systems, Communications of theACM,Elsevier Blockchain: Research andApplications, Elsevier Com-
puters & Security, IEEE Transactions on Network and Service Management, IEEE Systems Journal,
Wiley Journal of Software: Evolution and Process, IEEE Transactions on Emerging Topics in Compu-
tational Intelligence, IEEE Transactions on Dependable and Secure Computing, Springer EURASIP
Journal on Information Security (Associate Editor), Elsevier Signal Processing: Image Communica-
tion, Elsevier Journal of Information Security and Applications, IEEE Transactions on Industrial Elec-
tronics, IEEE Transactions on Industrial Informatics, MDPI Energies, IEEE Transactions on Image
Processing, Hindawi International Journal of Distributed Sensor Networks, IEEE Transactions on Cir-
cuits and Systems for Video Technology, Journal of Computing and Information Technology, IEEE
Transactions on Information Forensics and Security, IET Journal on Image Processing, EURASIP Jour-
nal on Image and Video Processing, IET Journal on Information Security, International Journal of
Image and Graphics

▸ Conference Technical Program Committees
ACM eEnergy 2022, “DACH+ Energy Informatics 2022”, “GI Sicherheit 2022”, ACM eEnergy 2021, Ses-
sionChair “NILM”, “DACH+Energy Informatics” 2021, ACMeEnergy 2020, “DACHEnergy Informat-
ics” 2020, ACM eEnergy 2019, “DACH Energy Informatics” 2019, ACM eEnergy 2018, “DACH Energy
Informatics” 2018, “GI Sicherheit” 2018, “DACHEnergieinformatik” 2017, IEEE Innovative Smart Grid
Technologies (ISGT) 2017, Conference onAvailability, Reliability and Security (ARES) 2017, IEEE Inter-
national Conference on Industrial Informatics (INDIN) 2016, Conference on Availability, Reliability
and Security (ARES) 2016, “DACH Energieinformatik” 2016, IEEE Symposium on Industrial Electron-
ics (ISIE) 2016, IEEE Emerging Technologies and Factory Automation (ETFA) 2016, Conference on
Availability, Reliability and Security (ARES) 2015, International Workshop on Multimedia Forensics
and Security (MFSec) 2015, Smart Energy Grid Security Workshop (SEGS) 2014, IEEE IECON 2014,
ACM IHMMSEC 2014, “GI Sicherheit” 2014, “DACH Security” 2014, “DACH Security” 2013, IEEE
IECON 2013, IEEE IWIES 2013, Workshop in Information Security Theory and Practice (WISTP)
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2004, European Conference on Artificial Intelligence (ECAI) 2004, Member of the organizing com-
mittee und Session Chair “Media Encryption” of “International Conference on Communications and
Multimedia Security” (CMS) 2005, Member of the organizing committee of ECRYPT Summer School
onMultimedia Security 2005, Member of the review and organisation committee of International Con-
ference on Spatial Cognition 2003, Member of the organizing committee of International Workshop
on Spatial and Visual Components in Mental Reasoning About Large-Scale Spaces 2003

Teaching

▸ “Network Reliability and Virtualization”, Salzburg University of Applied Sciences (since 2013)

▸ “Internet Infrastructure and Security”, Salzburg University of Applied Sciences (since 2013)

▸ “Cryptology”, Salzburg University of Applied Sciences (since 2006)

▸ “Network Reliability and Security”, Salzburg University of Applied Sciences (2011–2012)

▸ “Mobile & Distribution Networks”, Salzburg University of Applied Sciences (2010-2012)

▸ “Energy Informatics”, University of Salzburg (since 2019)

▸ “Security and Privacy in Resilient Systems”, University of Freiburg, Germany (2019)

▸ “Privacy Enhancing Technologies”, University of Salzburg (2019)

▸ “MobileNetworks and Security” (Lecture Part on IT-Security), SalzburgUniversity ofApplied Sciences
(since 2015)

▸ “Energy Informatics Fundamentals: Network and Communication Technologies”, Salzburg University
of Applied Sciences (since 2015)

▸ “Master Seminar”, Salzburg University of Applied Sciences (2011)

▸ “Multimedia Technologies”, Salzburg University of Applied Sciences (2010–2013)

▸ “Distributed and Autonomous Systems”, Salzburg University of Applied Sciences (2009)

▸ “Advanced Topics in Databases”, University of Salzburg (2008)

▸ “Database Systems”, University of Salzburg (2007–2008)

▸ “Introduction to Unix Systems”, University of Salzburg (2006–2008)

▸ “Software Project”, University of Bremen, Germany (2003–2004)

▸ “Software Development”, University of Bremen, Germany (2003)

Supervision of PhD Theses

▸ Dejan Radovanovic (University of Salzburg, supervision handed over to Andreas Unterweger in 2022),
Privacy-Preserving Data Handling and Analytics for Local Energy Communities

▸ Fabian Knirsch (University of Salzburg, PhD, 2018), Privacy Enhancing Technologies in the Smart Grid
User Domain, joint supervision with Andreas Uhl, Univ. of Salzburg

▸ Christian Neureiter (University of Oldenburg, PhD, 2017), ADomain-Specific, Model-Driven Engineer-
ing Approach for Systems Engineering in the Smart Grid, joint supervision with Sebastian Lehnhoff,
Univ. of Oldenburg

▸ Clemens Brunner (University of Salzburg, PhD, 2021), Decentralized Trust Management for Privacy-
Preserving Authentication in the Smart Grid

▸ Bastian Fraune (University of Oldenburg), AutomatedMonitoring of Operational IT-Security and Com-
pliance, Mentor (“Shepherd”) for the Energy Informatics PhDWorkshop 2021, Dissertation Supervisor:
Sebastian Lehnhoff
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▸ Hafsa Bousbiat (University of Klagenfurt), Applications of Non-intrusive Load Monitoring (NILM) in
Smart Homes, Mentor (“Shepherd”) for the Energy Informatics PhD Workshops 2020, Dissertation
Supervisor: Wilfried Elmenreich

▸ Anna Volkova (University of Passau), Blackout Recovery: Resilient NFV-enabled ICT Infrastructure for
the Smart Grid, Mentor (“Shepherd”) for the Energy Informatics PhD Workshops 2019, Dissertation
Supervisor: Hermann de Meer

▸ Jonas Schlund (University of Erlangen),DistributedOrchestration of Power SystemsBased onBlockchains,
Mentor (“Shepherd”) for the Energy Informatics PhDWorkshops 2018, Dissertation Supervisor: Rein-
hard German

▸ Michael Brand (University of Oldenburg), ASSESS – Anomaly-Sensitive State Estimation with Stream-
ing Systems in Smart Grids, Mentor (“Shepherd”) for the Energy Informatics PhDWorkshop 2017, Dis-
sertation Supervisor: Sebastian Lehnhoff

▸ Kaibin Bao (Karlsruhe Institute of Technology),Measuring Information Disclosure in LoadMonitoring
Data by Disaggregation of Sum Load Profiles, Mentor (“Shepherd”) for the Energy Informatics PhD
Workshops 2014, Dissertation Supervisor: Hartmut Schmeck

Supervision of Master ’s Theses (Selection)

▸ Michael Egger (Salzburg University of Applied Sciences, MSc., 2019), Anomaly detection in control
systems of transmission system operators

▸ StefanBinna (SalzburgUniversity ofApplied Sciences,MSc., 2018), IntrusionDetection inCyber-Physical
Systems, joint supervision with Victor Prasanna, University of Southern California, USA

▸ Christian Promper (Salzburg University of Applied Sciences, MSc., 2017), Anomaly Detection in Smart
Grids with Imbalanced Data Methods, joint supervision with Robert C. Green, Bowling Green State
University, USA

▸ Joris Lückenga (Salzburg University of Applied Sciences, MSc., 2015), Reduction of False Positives in
Smart Grid Intrusion Detection, joint supervision with Robert C. Green, Bowling Green State Univer-
sity, USA

▸ Christian Peer (SalzburgUniversity of Applied Sciences,MSc., 2014), Secure Signal Processing for Smart
Grid Privacy, joint supervision with Stephen Wicker, Cornell University, USA

▸ Fabian Knirsch (Salzburg University of Applied Sciences, MSc., 2014), Generic Data Models and Se-
mantic Retrieval in Smart Grid IT Infrastructures, joint supervision with Victor Prasanna, University
of Southern California, USA

▸ Wolfgang Lausenhammer (Salzburg University of Applied Sciences, MSc., 2014), User-Centric Simula-
tion of Demand Response Optimization, joint supervision with Robert C. Green, Bowling Green State
University, USA

▸ René Blaschke (Salzburg University of Applied Sciences, MSc., 2012), Entwurf und Implementierung
einer sicheren IKT-Architektur für Smart Grids

▸ Christian Peuker (Salzburg University of Applied Sciences, MSc., 2012), Kommunikationssicherheit in
einer Smart Metering Infrastructure

▸ Markus Schober (SalzburgUniversity of Applied Sciences,MSc., 2012), Evaluation of privacy protection
methods with JPEG2000 ROI encryption in video surveillance scenarios

▸ Michael Lechner (University of Salzburg, MSc., 2009),Object persistence and object relational mapping,
joint supervision with Helge Hagenauer, Univ. of Salzburg
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Publications

Journal Publications

[1] D. Radovanovic, A. Unterweger, G. Eibl, D. Engel, and J. Reichl. How unique is weekly smart meter
data? Energy Informatics, 5(1):1–13, 2022.

[2] A. Unterweger, F. Knirsch, D. Engel, D.Musikhina, A. Alyousef, andH. deMeer. An analysis of privacy
preservation in electric vehicle charging. Energy Informatics, 5:1–27, 4 2022.

[3] M. Egger, G. Eibl, and D. Engel. Comparison of Approaches for Intrusion Detection in Substations
using the IEC 60870-5-104 Protocol. Energy Informatics, 3:1–17, 2020.

[4] F. Knirsch, C. Brunner, A. Unterweger, andD. Engel. Decentralized and Permission-less Green Energy
Certificates with GECKO. Energy Informatics, 3(2):1–17, 2020.

[5] V. Azarova, D. Engel, C. Ferner, A. Kollmann, and J. Reichl. Transition to peak-load-based tariffs can
be disruptive for different groups of consumers. Nature Energy, 4:829–830, 2019.

[6] F. Knirsch, A. Unterweger, and D. Engel. Implementing a Blockchain from Scratch: Why, How, and
What We Learned. EURASIP Journal on Information Security, 2019(2):1–14, 3 2019.

[7] F. Knirsch, O. Langthaler, andD. Engel. Trust-less electricity consumption optimization in local energy
communities. Energy Informatics 2019, 2(1):1–12, 2019.

[8] V. Azarova, D. Engel, C. Ferner, A. Kollmann, and J. Reichl. Exploring the impact of network tariffs
on household electricity expenditures using load profiles and socio-economic characteristics. Nature
Energy, 3:317–325, 2018.

[9] D. Engel and G. Eibl. Wavelet-basedmultiresolution smart meter privacy. IEEE Transactions on Smart
Grid, 8(4):1710–1721, July 2017.

[10] F. Knirsch, G. Eibl, andD. Engel. Multi-resolution privacy-enhancing technologies for smartmetering.
EURASIP Journal on Information Security, 2017(1):6, 2017.

[11] C. Neureiter, D. Engel, and M. Uslar. Domain specific and model based systems engineering in the
smart grid as prerequesite for security by design. Electronics, 5(2):24, 2016.

[12] A. Unterweger, F. Knirsch, G. Eibl, and D. Engel. Privacy-preserving load profile matching for tariff
decisions in smart grids. EURASIP Journal on Information Security, 2016(1):1–17, 2016.

[13] W. Lausenhammer, D. Engel, and R. Green. Utilizing capabilities of plug in electric vehicles with a
new demand response optimization software framework: Okeanos. International Journal of Electrical
Power and Energy Systems, 75:1–7, 2016.

[14] G. Eibl and D. Engel. Influence of data granularity on smart meter privacy. IEEE Transactions on
Smart Grid, 6(2):930–939, March 2015.

[15] A. Unterweger and D. Engel. Resumable load data compression in smart grids. IEEE Transactions on
Smart Grid, 6(2):919–929, March 2015.

[16] C. Neureiter, G. Eibl, D. Engel, S. Schlegel, andM. Uslar. A concept for engineering smart grid security
requirements based on SGAMmodels. Computer Science - Research and Development, pages 1–7, 2014.

[17] S. Auer, A. Bliem, D. Engel, A. Uhl, and A. Unterweger. Bitstream-based JPEG encryption in real-time.
International Journal of Digital Crime and Forensics, 5(3):1–14, 2013.

[18] D. Engel, T. Stütz, and A. Uhl. Assessing JPEG2000 encryption with key-dependent wavelet packets.
EURASIP Journal on Information Security, 2012(1):1–16, 2012.

[19] D. Engel, T. Stütz, and A. Uhl. A survey on JPEG2000 encryption. Multimedia Systems, 15(4):243–270,
2009. Springer.

[20] R. Kutil and D. Engel. Methods for the anisotropic wavelet packet transform. Applied and Computa-
tional Harmonic Analysis, 25(3):295–314, 2008.
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[21] D. Engel, E. Pschernig, and A. Uhl. An analysis of lightweight encryption schemes for fingerprint
images. IEEE Transactions on Information Forensics and Security, 3(2):173–182, June 2008.

[22] D. Engel, T. Stütz, and A. Uhl. Format-compliant JPEG2000 encryption in JPSEC: Security, applica-
bility and the impact of compression parameters. EURASIP Journal on Information Security, (Article
ID 94565):doi:10.1155/2007/94565, 20 pages, 2007.

Book Chapters and Contributions to Collections

[23] F. Knirsch, A. Unterweger, and D. Engel. Privacy-preserving blockchain-based electric vehicle charg-
ing with dynamic tariff decisions. Computer Science - Research and Development, 9 2017.

[24] F. Knirsch, A. Unterweger, G. Eibl, and D. Engel. Privacy-preserving smart grid tariff decisions with
block-chain-based smart contracts. In W. Rivera, editor, Sustainable Cloud and Energy Services: Prin-
ciples and Practices. Springer International Publishing, 2017.

[25] G. Eibl and D. Engel. Differential privacy for real smart metering data. Computer Science – Research
and Development, 32(1):173–182, 2017.

[26] F. Knirsch, D. Engel, C. Neureiter, M. Frincu, and V. Prasanna. Privacy assessment of data flow graphs
for an advanced recommender system in the smart grid. In O. Camp, E. Weippl, C. Bidan, and
E. Aı̈meur, editors, Information Systems Security and Privacy – Revised and Selected Papers of ICISSP
2015, volume 576 of Communications in Computer and Information Science, pages 89–106. Springer
International Publishing, 2016. Best Paper Award.

[27] C. Dänekas, C. Neureiter, S. Rohjans, M. Uslar, and D. Engel. Towards a model-driven-architecture
process for smart grid projects. In P. Benghozi, D. Krob, A. Lonjon, and H. Panetto, editors, Digital
Enterprise Design &Management, volume 261 of Advances in Intelligent Systems and Computing, pages
47–58. Springer International Publishing, 2014.

[28] R. Blaschke, S. Suhrer, and D. Engel. Serviceorientierte Architekturen für Smart Grids. In J. Hofmann
and C. Felden, editors, IT für Smart Grids, volume 50 of Praxis der Wirtschaftsinformatik, pages 16–25.
HMD, 2013. In German.

[29] D. Engel. Media encryption for still visual data. In D. Wagner, A. Bernstein, T. Dreier, S. Hoelldobler,
G. Hotz, K.-P. Loehr, P. Molitor, G. Neumann, R. Reischuk, D. Saupe, M. Spiliopoulou, and H. Stoer-
rle, editors, Ausgezeichnete Informatikdissertationen 2008, Lecture Notes in Informatics, pages 81–90.
Berlin: Springer, 2009. ISBN 978-88579-413-4.

[30] D. Engel, T. Stütz, and A. Uhl. Efficient transparent JPEG2000 encryption. In C.-T. Li, editor, Multi-
media Forensics and Security, chapter 16, pages 336–359. Idea, 2007. ISBN 978-159904869-7.

Refereed Conference Proceedings

[31] A. Unterweger, F. Knirsch, C. Brunner, and D. Engel. Low-risk privacy-preserving electric vehicle
charging with payments. In Workshop on Automotive and Autonomous Vehicle Security (AutoSec),
pages 1–6, Online, 2021. The Internet Society.

[32] C. Brunner, A. Madhusudan, D. Engel, and B. Preneel. Off-chain state channels in the energy domain.
In Proc. Power and Energy Society Innovative Smart Grid Technologies Conference (ISGT), Washington
DC, USA, 2021. IEEE.

[33] C. Brunner, G. Eibl, P. Fröhlich, A. Sackl, and D. Engel. Who stores the private key? An Exploratory
Study about User Preferences of Key Management for Blockchain-based Applications. In Proceedings
of the 7th International Conference on Information Systems Security and Privacy (ICISSP), Vienna, Aus-
tria, 2021. SciTePress.

[34] C. Brunner, U. Gallersdörfer, F. Knirsch, F. Matthes, andD. Engel. DID andVC: Untangling Decentral-
ized Identifiers and Verifiable Credentials for the Web of Trust. In Proceedings of the 3rd International
Conference on Blockchain Technology and Applications (ICBTA 2020), Xi’an, China, 2020. ACM.

[35] C. Brunner, F. Knirsch, and D. Engel. SPROOF: A decentralized platform for attribute-based authen-
tication. In P. Mori, S. Furnell, and O. Camp, editors, Information Systems Security and Privacy, pages
1–23, Cham, 2020. Springer International Publishing.
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[36] F.Knirsch, A.Unterweger,M.Unterrainer, andD. Engel. Comparison of the Paillier andElGamalCryp-
tosystems for Smart Grid Aggregation Protocols. In Proceedings of the 6th International Conference on
Information Systems Security and Privacy (ICISSP), pages 232–239, Valetta, Malta, 2020. SciTePress.

[37] C. Brunner, F. Knirsch, A. Unterweger, and D. Engel. A Comparison of Blockchain-based PKI Imple-
mentations. In Proceedings of the 6th International Conference on Information Systems Security and
Privacy (ICISSP), pages 333–340, Valetta, Malta, 2020. SciTePress.

[38] F. Knirsch, O. Langthaler, andD. Engel. Trust-less electricity consumption optimization in local energy
communities. Energy Informatics 2019, 2(1):1–12, 2019.

[39] C. Brunner, F. Knirsch, and D. Engel. Sproof : A platform for issuing and verifying documents in
a public blockchain. In 5th International Conference on Information Systems and Privacy (ICISSP),
Prague, Czech Republic, 2019. SciTePress.

[40] A. Unterweger, S. Taheri-Boshrooyeh, G. Eibl, F. Knirsch, A. Küpçü, and D. Engel. Understanding
Game-Based Privacy Proofs for Energy Consumption Aggregation Protocols. IEEE Transactions on
Smart Grid, 10(5):5514–5523, 2019.

[41] F. Knirsch, D. Engel, and Z. Erkin. A fault-tolerant and efficient scheme for data aggregation over
groups in the smart grid. In Proceedings IEEE Workshop on Information Forensics and Security, pages
1–6, 2017.
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