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Influence of Data Granularity on
Smart Meter Privacy
Günther Eibl, Member, IEEE, and Dominik Engel, Member, IEEE

Abstract—Through smart metering in the smart grid enduser domain, load profiles are measured per household. Personal
data can be inferred from these load profiles by using nonintrusive appliance load monitoring methods, which has led to
privacy concerns. Privacy is expected to increase with longer
intervals between measurements of load curves. This paper studies the impact of data granularity on edge detection methods,
which are the common first step in nonintrusive load monitoring algorithms. It is shown that when the time interval exceeds
half the on-time of an appliance, the appliance use detection rate
declines. Through a one-versus-rest classification modeling, the
ability to detect an appliance’s use is evaluated through F-scores.
Representing these F-scores visually through a heatmap yields
an easily understandable way of presenting potential privacy
implications in smart metering to the end-user or other decision
makers.
Index Terms—Data granularity, privacy, smart metering.

I. I NTRODUCTION
HERE IS a lot of public concern and discussions on
the privacy impact of smart metering. However, most
discussions take place without knowing the extent of personal information that can be read out of smart meter load
profiles. Even more so, there is nearly a complete lack of
knowledge on how the amount of personal information relates
to the measured time interval, i.e., the time granularity. For
example, in many countries in Europe it is planned that smart
meters will deliver load data in 15 min time intervals [1].
This has sparked a (sometimes emotional) debate on privacy
(see [2]–[4]). However, to our knowledge, no one has tried to
assess the amount of personal information that can be extracted
on 15 min time interval load profiles, or how, in general, data
granularity relates to the amount and nature of extractable
personal data.
Although the decrease of the time granularity can be viewed
as the most straightforward and simplest privacy enhancing
technology—and this method has been suggested by a number
of contributions in the past (see [5]–[7])—its impact on privacy
has not yet been studied systematically, apart from an initial
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study we published in [8]. The goal of this paper is making
the first step toward a systematic evaluation by studying the
impact of time granularity on determination of appliance use.
The main reasoning behind this approach is that activities of
persons in the house trigger appliances, which in turn sum
up to the total load. The activities themselves are influenced
by various aspects of personal information such as presence,
sleep-wake-cycles, and personal habits
Personal Info ⇒ Activities ⇒ Appl. Use ⇒ Load Curve. (1)
This causal chain is the reason why the knowledge of activities leads to knowledge of personal information. As a first step
toward a privacy assessment this paper focuses on the detection of appliance use with a short discussion on how activities
could be assessed.
Information on appliances is usually extracted from the
load data by means of so-called “nonintrusive appliance load
monitoring analyzes” (NIALM). There is a lot of literature
on NIALM algorithms ([9]–[16], to name a few). The primary goal of these algorithms is the disaggregation of the
total load into the individual appliances loads for sake of
providing an energy feedback to the end-user. Seen in a different perspective, such NIALM analyzes could also be used
as the first step of methods attacking personal privacy by
using NIALM as the basis for the extraction of personal
information. Instead of using a whole NIALM algorithm as
a method for gathering private information, in this paper,
a simpler method is used which only uses the first part
of typical low-frequency NIALM algorithms, namely edge
detection ([2], [9], [11], [12], [14], [16]).
Compared to the large amount of literature aiming at
providing energy feedback to the end-user, privacy implications are only rarely treated. In [2], load data were recorded
with parallel video data which were processed into activity logs. A NIALM analysis was done yielding the input
for subsequent behavior-extraction routines. Extracted behaviors include, e.g., presence, sleep cycles, or meal times. The
amount of information disclosure is measured by an overall
number called “degree of disclosure.” In [4], the load profile is
divided into so-called power segments using a density-based
clustering technique. These power segments are described by
features such as start time, average power, and duration. It is
illustrated how such power events could be used for answering several privacy-sensitive questions. In [17], it is shown
that under ideal conditions and using small measurement time
intervals, even the consumed TV-program can be inferred from
load curves.
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TABLE I
T IME G RANULARITIES OF L OW-F REQUENCY NIALM-S TUDIES

This paper is organized as follows. In Section II, NIALM
and edge detection methods are reviewed. After the description of the experimental setup in Section III, event detection is
applied on the load profiles in Section IV as a method for the
extraction of personal information. After this attacking method
has been developed, the decrease of time resolution is applied
as a countermeasure in Section VI, where the influence of time
granularity on the event detection performance is studied. By
applying a classification setting, results are described by precision and recall rates which are used as inputs for a systematic
privacy analysis in Section VII.
II. BACKGROUND
A. NIALM Analyzes
NIALM analyzes can be broadly divided into two kinds of
methods: 1) high frequency; and 2) low frequency methods.
High frequency methods look at the waveform of appliances
or study transients or higher order harmonics [10]. While
the high-frequency methods need a sampling in the range of
kHz, the low frequency methods typically analyze load profiles which are sampled using time intervals in the order of
seconds to minutes (see Table I).
This paper focuses on low-frequency methods. Particularly,
the methods developed here follow the class of supervised
NIALM methods [9]. Supervised methods usually consist of
several blocks: edge detection, cluster analysis, and finding
pairs of on-and-off clusters for the determination of the duration of an appliance. Edges are sharp increases or decreases
of the load signal due to turning on or off an appliance. More
generally, edges arise due to the change from one state to
another state of an appliance when modeled as a finite state
machines (FSM). NIALM algorithms commonly use edges
instead of the absolute values for two reasons.
1) First, if absolute values were used in the presence of
unknown appliances, these appliances would have to be
described as a combination of other known appliances.
2) Second, there are adverse cases, where a small change
in the measured power would result in a big change
in the configuration of used appliances which is not
plausible [9].
Although the use of edges is most common other features
can be used as well such as the shape features of [4]. A typical assumption in the disaggregation processes is the switch
continuity principle which states that in a small time interval only a small number of appliances is expected to change
the state [9]. Often, this assumption is tightened by requiring
that in a time interval at most one appliance changes its state
(one-at-a-time condition).
The usual performance measures of NIALM methods are
the error in the total energy assigned to a given appliance or
the error in the estimated on-time. Event-based methods state

the performance in terms of precision p and recall r [2], [14]
or the F-score [15]. Precision p is the proportion of events
classified as stemming from appliance A which is really stemming from appliance A. Recall is the proportion of all events
stemming from appliance A that is also classified as stemming from appliance A. Performance is either given by the
pair (p, r), or if a single performance number is needed by
the F-score F
p·r
.
(2)
F=2
p+r
B. Event Detection Methods
In this section, event detection methods are reviewed. The
main assumption is the validity of modeling appliances as
FSM having different power values for different states. An
edge or event e = (te , Pe ) is a transition between two such
states. It is represented by the onset time te and a transition value Pe , which is the difference in power levels of
the two states. Events with increasing signal (P > 0) are
called on-events because they typically arise from turning on
an on–off-appliance. Analogously, events with P < 0 are
called off-events.
The most straightforward edge detection method, called
difference method, detects an edge, if the difference
Pi = Pi+1 − Pi between consecutive power values exceeds
a threshold. Each detected edge is considered to be an event
e = (ti , Pi ). If the transition between two levels needs several time intervals, the method divides the transition between
two levels in several edges having smaller values than the
transition.
Due to this drawback, the edge merging method merges
subsequently occurring edges into a single event [12]. The
value of the event is the sum of the individual edge values,
which can be both positive and negative. The time where the
event occurs is defined as the onset time, i.e., the time of the
first edge contributing to the event.
While the previous two methods focus on the transition
between two levels of a signal, the next method focuses on
the power levels of the two transition states. The method was
proposed in [9], where it is called transient passing method
for edge detection. A transition is inversely defined as being
not a steady subsequence. In the first step the method finds
the steady subsequences of the signal. This is done using a
sliding window approach where a subsequence consisting of
n points is considered as steady, if the range of its values
does not exceed a given threshold. As a result, the whole signal is divided into consecutive steady parts st and unsteady
transitions tr. For the description of the event e arising from
transition tri the three subsequences (sti−1 , tri , sti ) are considered. The onset-time te for the description of the event is
the last time point of the first steady part sti−1 . The transition
value Pe is the difference between the median of the values
of the second steady part sti+1 and the median of the values
of the first steady part sti−1 . Taking the median value over
the whole steady subsequences increases the robustness of the
event value Pe .
In order to account for noise, for all methods, events e with
a value P smaller than a specified threshold are discarded.
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III. E XPERIMENTAL S ETUP
In this section, the method that extracts personal information
is described, decreasing granularity as a method for preserving
privacy is briefly discussed and the used dataset is introduced.
A. Assessment of Appliance Use by Edge Detection
The goal of NIALM algorithms is energy disaggregation,
which means that the interest lies in partitioning the consumed
power into the portions used by individual appliances. In order
to accurately measure the energy used by an appliance, the
on-duration Ton of an appliance needs to be assessed precisely.
However, from a privacy viewpoint it is not necessarily
important to assess the energy used by an appliance. In a privacy attack setting, the ultimate goal is the determination of
private information like habits, personal properties or special
circumstances. Since this information is typically not known
in common data sets (including the REDD data set used here)
this paper focuses on the determination of appliances together
with a simple determination of activities within a household
according to the causal chain (6). Regularly occurring activities could in turn provide information about e.g., habits, but
such a study is out of scope of this paper. Here, the kind
of an activity is inferred from the appliances that are used.
For example, the activity cooking is inferred from the use of
any one of the appliances stove, oven1, oven2, and microwave
(compare also Table II).
The other important information about an activity is the
usage time. For the description of an activity and possible inference of habits it is important when it takes place.
Here, edge detection can provide the onset of an activity by
providing the starting time of the corresponding appliance.
The second information is the duration of an activity or
an appliance. The information about the duration could provide further information like e.g., the kind of meal that is
cooked. Since no ground truth about activities is available
and especially no details are known, it was decided not to
assess the exact duration of an appliance. Moreover, initial trials showed that the matching of on- and off-events is far from
being straightforward and would possibly limit the validity of
results. Note that the matching applied by NIALM-algorithms
for obtaining the on-durations needed for the assessment of
the total energy used by an appliance is typically quite complicated. In order to keep the assessment clear and simple,
it was decided to avoid the matching procedure. Instead, the
on-duration of an appliance is simply measured as the time
until the next off-event of this appliance occurs. Thus, typical
on-durations of appliances are provided for the explanation of
results in Section VI-B. However, the on-durations are never
used for any other use including the determination of activities. Note that for FSMs the term “duration of stay in the
present state” would be a more adequate name.
Since the signals of the available REDD-dataset [19] not
only contain the mains but also the signals of the individual
appliances, it is not necessary to compute the whole disaggregation. Instead, the following analysis focuses on the
determination of events, which can directly be done using the
edge detection methods of Section II-B.
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B. Decreasing Time Granularity for Privacy Enhancement
Several possibilities for decreasing the time granularity
exist. Considering a single time interval, different statistics
could be computed. The most straightforward statistic is the
average load value which should suffice for most practical
solutions such as standard billing or time-of-use billing. For
pricing based on the maximum load or for control reasons, the
maximum load needed during the time interval could be useful.
Additionally, (uniform) sampling could be done, i.e., taking
the load value at (evenly) spaced points in time.
In the experiments presented in this paper, three variants are
used: taking the average and maximum load in a time interval,
respectively, and uniform sampling.
C. Dataset
All experiments were done using the so-called lowfrequency dataset of the publicly available REDD-dataset [19].
The dataset contains measurements of the apparent power
for six different houses. Measurements are available for
mains1 and mains2, for some circuits, e.g., kitchen outlets
and for individual appliances.
Although the analyzes were performed for all six houses, the
evaluation is shown for house 1 only. House 1 has a relatively
high number of measured appliances or circuits and includes
labeled measurements both for high and low power appliances.
The overlap of the power values of individual appliances is
rather low, so that a possible increase in the overlap due to
lower time resolutions could be detected.
One of the kitchen outlets, one of the washer dryers and
the electric heat appliances showed less than three events at
the highest time resolution and were excluded for further analyzes. Due to its automatic working mode, in the privacy attack
setting the refrigerator is more a disturbing noise appliance
than a privacy relevant appliance. A mains appliance was created as the sum of mains1 and mains2 by interpolating the
values of mains2 to the values mains1 at the highest time
granularity.
IV. D ESCRIPTIVE E VENT D ETECTION R ESULTS
In this section, event detection is applied to the load
curves of individual appliances. First, the quality of different event detection methods is assessed (Section IV-A), then
it is shown how the overlap of events of different appliances
affects the precision of subsequent classification algorithms
(Section IV-B).
A. Comparison of Event Detection Methods
Since the results below are based on the events found, the
performance of the event detection methods is assessed first.
The evaluation is mainly done visually.
Generally, transient passing and edge merging yield good
and very similar results (upper panel of Fig. 1). Note that
the load curve is quite complex, especially power levels are
not necessarily constant. As expected, the simple difference
method yields more, but disturbing events and can therefore
not be recommended as is (upper panel of Fig. 1).
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Fig. 2. Events of mains (left) compared with single appliances’ events (right).

Fig. 1. Dishwasher events, marked as “+,” detected using the transient
passing method (upper panel) and the difference method (lower panel).

High-power devices such as heating are usually purely
ohmic and consume high power values with a greater deviation
of values. For low-power devices such as lighting the deviation of values is smaller. This leads to a tradeoff between noise
removal and detection of events. If the noise threshold is set
too low, the noise of high-power devices exceeds the threshold resulting in additional, unwanted edges. A noise threshold
that is set too high in turn leads to a loss of events for low
power devices. For all subsequent evaluations we used 20 W
as noise threshold.
While for high time resolutions the edge merging and transient passing methods give very similar results, for lower
time resolutions the transient passing method is more robust
in determining the edge values. The results of the transient
passing and edge merging methods turned out to be quite
insensitive to the kind of statistic. For lower time resolutions
the performance of the difference method is better with taking
the max statistic or with sampling than with taking the average
statistic. If not stated otherwise, the remaining analyzes will
use the transient passing method and the average statistic.
B. Description of Events
This subsection contains a visual description of the events
that occurred. Since the mains signal—which was generated
by summing up the mains1 and mains2 signals—is supposed
to contain the events of all appliances, the time between
subsequent events is smaller than for the events of a single
appliance. As a check that this property does not negatively
influence the event detection of mains, the events of mains
and the events of the individual appliances are compared in

Fig. 3.

Overlap of events for house 1.

Fig. 2. In fact, there is clear connection between events of the
mains signal and the events of the individual appliances.
However, there are events that only occur for mains but not
in any of the single appliances signals (Fig. 2). Additionally,
there are events from appliances that do not occur in the mains
signal (Fig. 2). This happens for all houses. To rule out that
this could be an effect of bad event detection, both the absence
of the appliance events and the presence of additional mains
events was verified by visual inspection of the load curves.
Due to this inconsistency of the mains signals and the signals
of single appliances it was decided that all further analysis
steps should be done with the load curves of the individual
appliances only ignoring the mains signal.
Analyzing the quality of edge detection, for some highpower appliances unwanted noise events below 50 W are
detected. Events below 50 W (left to the red, dashed line in
Fig. 3) are considered as being hard to assign to appliances due
to the high overlap of several appliances within this region.
Therefore these events are discarded for further evaluation.
Even without performing a NIALM-analysis, the overlap of
events stemming from different appliances can give valuable
insights into the possibilities of disaggregation of the mains
signal (Fig. 3). Appliances whose events have low overlap with
other appliances’ events, like e.g., washer_dryer3 will be easier to distinguish from them than appliances with high overlap
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Fig. 4.

Precision at highest resolution (3 s).

such as e.g., kitchen_outlets4 (compare also with Fig. 4).
It should be noted that the negative events of an appliance
typically have the same absolute values as the positive events,
thus only the positive events are shown here.
V. E VALUATION OF A PPLIANCE
D ETERMINATION A BILITY
According to the causal chain (1), the first step in the determination of private information is considered, i.e., the ability
to determine appliance use is evaluated
Load Curve ⇒ Appliance Use.

(3)

Note that the subsequent analysis models the detection of a
given appliance. Due to the reasoning stated in Section III-A
the assessment of the on-duration of appliances is not
evaluated.
A. Classification Method
The chosen methodology can be identified more clearly,
when the problem is stated in another form. Considering a
detected event, one wishes to know, which appliance this
event is stemming from. This is exactly a multiclass classification problem where the number of classes is the number of
appliances. This multiclass classification problem is split into
several one versus all two-class classification problems, one
classification problem for each appliance. The input is the 1-D
value of the event to be classified, the output is the information, if the event is stemming from this appliance or from one
of the other appliances. Due to this setting, natural measures
for appliance detection performance are precision and recall
of classification. If a single performance value is required, the
F-score (2) can be used. In contrast to a normal classification
scenario where a good performance is requested, here small
values are desirable with respect to privacy preservation.
It is expected that the overlap affects the precision of the
classification task. Appliances with negligible overlap of their
event values with event values of other appliances, such as
washer_dryer3 and oven2, are expected to lead to simple classification problems with high precision. The precision of the
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corresponding classification problem is expected to decrease
with increasing overlap.
Of course, more sophisticated analyzes could be done
exploiting, e.g., the periodicity of the refrigerator or the typical
duration between events of the appliance [15]. The information about the time of the day when the appliance was used
could be taken into account [15], too. A dishwasher run consists of a series of events with different event values. The
fact that different runs all look very similar to the time pattern of events shown in Fig. 1 could be exploited as follows.
Event values of kitchen_outlets3 have similar values as one
particular level of the dishwasher values (Fig. 3). Looking at
the statistics of events over some past time window, if some
other event values of the dishwasher do not occur, the dishwasher could be ruled out and thus kitchen_outlets3 could be
distinguished from dishwasher. The same argument could be
applied to washer_dryer1 and the dishwasher. However, such
a detailed analysis is not the scope of this paper.
For the sake of simplicity, as classification algorithm the
nearest neighbor method using three nearest neighbors is used.
The resulting precision of the several two-class classification tasks for the highest time resolution is shown in Fig. 4.
Precision is typically in the range between 60% and 80% with
a maximum precision for washer_dryer3 of nearly 100%. By
comparing Figs. 3 and 4, the negative influence of the overlap
with events from other appliances on the precision is evident.
Note that here no direct NIALM analysis was done. Instead,
only the event-values of the individual appliances (or circuits)
are directly taken in order to analyze possible NIALM performance. The result can be used for an optimistic (in the sense
of precision) estimate for the precision of a NIALM analysis, if several assumptions hold. The first assumption requires
that the mains signal is the sum of the individual appliances
loads plus a possible constant offset value which has no influence on events. Secondly, the noise must be of equal size both
for all individual appliances and for the mains signal. Thirdly,
and most importantly, the one-at-a-time condition which is a
special form of the switch continuity principle [9] is assumed
to be fulfilled. This condition states, that during each time
interval at most one of the appliances changes its state.
B. Method Evaluating the One-at-a-Time Condition
The one-at-a-time condition is already known as a common necessary condition for some NIALM algorithms [9].
When more than one appliance change their state the edges
of the aggregated signal are the sum of the individual edges.
This leads to a much bigger search space of possible solutions which must be handled by the NIALM algorithm.
Additionally, when more than one combination of appliances
have the same aggregate edge value, ambiguities arise.
The classification method above looks at the signals of single appliances. Consequently, the one-at-a-time condition is
ignored. The information about each appliance is obtained by
separately applying the edge detection algorithm on the signal
of each single appliance. However, in a usual setting, only the
aggregate signal is given, thus hardening the disaggregation
problem. The one-at-a-time condition suggests that a change
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of an appliances’ state can only be detected, if only this single
appliance changes its state during the measurement interval.
For the assessment of the one-at-a-time condition, for each
event found, it is checked, if this is the case or not.
First, the edges are computed from the individual signals of
all appliances at the highest time resolution available and all
event times are evaluated. An event is the only event within
a measurement interval, if the duration to both the previous
and the next event time exceeds the measurement interval. If
the smaller duration is less than the measurement interval an
event can be classified as single event, otherwise an event is
classified as a coincidental event. As a performance measure
now the proportion of single events for each appliance and
measurement interval is calculated. Also here, small values
are desirable with respect to privacy preservation.

Fig. 5.

Recall dependent on time granularity.

Fig. 6.

Drop time tdrop and median on-durations of different appliances.

VI. I NFLUENCE OF T IME G RANULARITY ON
A PPLIANCE C LASSIFICATION
In this section, the influence of time granularity t on precision and recall of the classification method shown above is
studied.
A. Influence of Time Granularity on Recall
In a normal NIALM classification setting, the recall of a
given appliance is defined as the proportion of events stemming from this appliance that can be found in the aggregate
signal. However, due to the unknown differences between the
mains signals and the signals of the individual appliances signals (Fig. 2), it was decided not to use the aggregate signal.
As a consequence, the recall cannot be evaluated directly. In
order to assess a quantity similar to the recall rate, the numbers
of detected events of an appliance are compared for different
time resolutions. Considering the events found at the highest resolution as ground truth, the number of events found at
different time granularities can be normalized by this ground
truth. Since the goal of this paper is studying the changes that
arise due to changes in time resolution, this normalized number of events sufficiently serves as a measure of the recall
rate. This measure for the recall is too optimistic because it
is assumed that the recall at the highest resolution is 100%
and the events of the appliances are found from the appliances signals instead of the mains signal. This overestimated
recall measure goes down to near zero with decreasing granularity (Fig. 5) which is sufficient for a decrease of the exact
recall rate.
In the privacy setting, the decrease of the recall to near
zero means that with the time interval exceeding an appliancespecific threshold, a device will not be detected any more.
Undetectability of devices in turn increases privacy.
B. Influence of On-Duration on the Recall
Fig. 5 shows that the recall of the appliances decreases
with increasing measurement interval t. The measurement
interval tdrop where this decrease takes place differs among
appliances. This appliance-dependent quantity is denoted as
drop-time. This subsection shows that the property of the

appliances by which this critical duration is influenced is the
on-duration Ton .
For an experimental assessment of this influence, for each
appliance the drop-time tdrop of the recall is assessed as the
time granularity where the recall in Fig. 5 is below 30% at
first time. The value 30% was chosen for making tdrop robust
against false positive events. A comparison of the obtained
recall drop-time tdrop and the on-duration of the appliances
in Fig. 6 shows a clear increase in drop time with increasing
on-duration.
The connection between the on-duration and the drop of the
recall can be explained by the mechanism of the transient passing method applied to a simple on–off-appliance with fixed
on-duration Ton . For ease of explanation sampling of values is
assumed. The transient passing method detects an on-state as
a steady sequence of at least n values with higher energy consumption. As in [9], in this paper, n is set to 3 which is one of
the smallest possible choices for n having thus a good detection property with reasonable robustness. If the on-duration
Ton is too small, Ton < (n − 1)t = 2t, at most two subsequent values can have higher loads which is just not enough
to detect the on-state. Consequently, no change from or to the
on-state can be detected. Rewriting this condition, the recall
rate should drop to zero, if the time interval t exceeds a
threshold which depends on the on-duration
t > tdrop,ideal (Ton ) =

Ton
.
2

(4)
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Fig. 7. Recall of 3 different appliances, estimated by the rule of thumb (5).
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Fig. 8. Robustness of dishwasher event values when determined with transient
passing edge detection.

Using this connection, the knowledge about the on-duration
of an appliance—which is often available as an initial guess
without any NIALM-like analyzes—can be used for estimating
the time interval t needed to significantly decrease the recall
rate. If the time interval exceeds half of the typical on-duration
of an appliance, a considerable proportion of events stemming
from this appliance cannot be detected any more. Using the
cumulative distribution of on-durations F(Ton ), this rule can
be formalized: dependent on the measurement interval t, an
approximation for the recall rate R(t) can be calculated as
R(t) = 1 − F(t/2).

(5)

This estimated recall rate of events is illustrated in Fig. 7
for lighting3, oven1 and the dishwasher. Despite the different
choice of x-axes a strong similarity to Fig. 6 can be noticed.
Due to the long on-durations, lighting3 exhibits high recall
rates. The different on-durations of the dishwasher-states result
in a staircase-like recall-curve.
C. Influence of Time Granularity on Precision
After studying the influence of the time resolution on the
recall rate in Section VI-A, now the precision for the remaining
events of the remaining appliances is investigated.
Interestingly, for increasing time interval t the precision
for the classification of the remaining events keeps being
high. This behavior is illustrated for house 1 and a time
interval of 15 min. Due to the low recall, only four out
of 15 appliances/circuits are still detectable. The precision
of classification for these four remaining appliances is even
higher than for the highest time resolution. One reason for
this behavior is that a four-class classification problem is much
simpler than a 15-class classification problem.
Another prerequisite for this behavior is the surprisingly
robust estimation of the event values which is exemplarily
shown for the dishwasher in Fig. 8. This stability property
only holds for the transient passing method. For the edge
merging method event values are relatively stable but show a
slight decrease of event values (Fig. 9) while for the difference
method event values get smeared for decreased time resolution

Fig. 9. Dishwasher event values determined with the edge merging method.

(not shown). The amount of smearing for the difference
method is most pronounced for the averaging-statistic.
VII. U NDERSTANDABLE P RIVACY A NALYSIS
This section aims at presenting the results about the influence of time granularity. As an important requirement, these
results should be easily understandable and thus be suitable for
unexperienced people like end-users or other decision makers.
The influence of the time resolution is discussed in two parts:
1) the first part shows the influence on appliance use detection and 2) the second part shows the influence on higher-level
personal information.
A. Detection of Appliance Use
An appliance can provide insights into personal information
only if it can be detected and if the precision of detection is
high. An appliance with these two properties will be called
measurable. Measurability of an appliance itself does not necessarily imply danger for privacy, because appliances that are
automatically controlled such as the refrigerator do not provide
personal information even if their operational states are known.
In contrast, nonmeasurability does imply privacy-safety which
is the property that should be assessed here. Measurability
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F-score matrix. Small values are desirable for privacy.
Fig. 11.

can be assessed using the commonly used F-score which is
computed from recall r and precision p by (2). Arranging
the F-scores for all appliances and all time resolutions the
resulting matrix can be visualized by a heatmap as shown in
Fig. 10. There, the privacy-harmless appliances having low
F-scores are colored green, while measurable and thus potentially privacy-decreasing appliances having high F-scores are
colored red or orange.
The visualized F-score matrix (Fig. 10) clearly shows that
measurability decreases and consequently privacy increases
with increasing time interval.
Interestingly, measurability not necessarily decreases with
increasing time interval. For example the F-score of appliance bathroom_gfi is maximal at a time interval of 30 s. This
behavior can be explained by the high overlap of its event
values with the events values of the appliances microwave,
oven1, oven2, and kitchen-outlets4 (Fig. 3). This overlap leads
to a rather small precision and consequently small F-scores
of bathroom_gfi at high time resolution. However, the other
appliances have shorter on-durations than bathroom_gfi. The
short on-duration leads to a sharp drop of their recall at a time
interval of 30 s. For bathroom_gfi the drop at the 30 s interval
is relatively small, the sharp drop occurs later at a time interval of 1 min (Fig. 5). Thus, since the masking events of the
other appliances are not present at a 30 s interval the precision
of bathroom_gfi increases from 47% at 10 s intervals to 81%
at 30 s intervals. This increase in precision overcompensates
the drop in recall from 90% to 71% leading to an increased
F-score (from 0.62 to 0.76) and thus explaining why bathroom
activities are only measurable at 30 s time intervals.
Assessing appliance use with the one-at-a-time condition
method shows that the proportion of single events decreases
with increasing time interval (Fig. 11) which again implies an
increase of privacy.
Comparing the results of the two evaluation methods shows
a similar behavior. The only big differences can be seen for
lighting1 and lighting2 which look much more privacy-safe
when evaluated by the one-at-a-time condition method. This
increase in privacy compared to the F-score assessment can be

Proportion of single events. Small values are desirable for privacy.

explained by the fact, that this method considers all appliances
at once instead of just a single appliance. For the chosen house
lighting1 and lighting2 are strongly co-occurring, therefore the
proportion of single lighting events is small already at a very
fine time resolution. This dependence of appliances can not
be modeled with the classification method which looks only
at the event values and not at the event time.
B. Detection of Activities
Now, according to the causal chain (1), higher level privacy
implications of the resulting matrices are illustrated
Appliance Use ⇒ Activities, Presence/Absence.

(6)

For ease of explanation, a privacy-threshold of 0.7 is introduced. Entries with higher values are classified as measurable,
entries with lower values as unmeasurable. Thus, red or
orange entries are regarded as privacy-relevant while green
or yellow entries are regarded as privacy-safe.
Looking at the F-score matrix, for 1 h time intervals all
appliances are privacy-safe. For a 1 min time interval only
the lights are privacy-relevant (because of its automatic operation mode the refrigerator is regarded as safe in this analysis).
Interestingly, increasing the time interval from 1 to 5 or 15 min
only negligibly increases privacy here. Bathroom activities
(bathroom_gfi) are only measurable at exactly 30 s time
intervals. Cooking (stove, oven1, oven2, and microwave) and
housework (washer-dryer and dishwasher) are privacy-safe for
time intervals of 30 s or more. It should be noted that the
kitchen outlets were not considered for this analysis due to
the unclear nature of the corresponding appliances. The result
of this short discussion is shown in Table II.
Considering the one-at-a-time condition evaluation method,
already at a measurement interval of 2 min, all appliances are
privacy-safe. As before, the increase in privacy compared to
the F-score assessment can be explained by the co-occurrence
of lighting1 and lighting2.
The results of Tables II and III should be seen as a first evaluation of privacy that is likely to be too optimistic. On one
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TABLE II
T IME I NTERVAL t N EEDED TO I NFER D IFFERENT K INDS OF
P ERSONAL I NFORMATION FOR H OUSE 1 U SING THE
F-S CORE , T HRESHOLD 0.7

TABLE III
T IME I NTERVAL t N EEDED TO I NFER D IFFERENT K INDS OF
P ERSONAL I NFORMATION FOR H OUSE 1 U SING THE
O NE - AT- A -T IME C ONDITION , T HRESHOLD 0.7

hand, this privacy analysis is based on the effect of an
increased measurement interval on event detection. While finegrained personal information is likely to be based on appliance
events, it seems plausible that coarse information such as presence or absence could easily be found using other methods.
Such methods could for example examine the difference in
average power consumption for times where the inhabitants
are present or absent. For the detection of certain activities it
could be sufficient to distinguish different groups of appliances
such as appliances used for cooking.
On the other hand, the choice of the value 0.7 as the
privacy-threshold is quite arbitrary and mainly intended for
demonstrating the privacy evaluation. Choosing this value
as a threshold for the F-score, an appliance is considered
measurable, if nearly each single event can be detected and
distinguished from other appliances events. However, for the
detection of regular personal habits it is not necessary to
detect each single event, it is rather necessary to detect enough
events during the recording time. Having data for long durations such as years, a lower recall rate could be considered
privacy-relevant leading in turn to a lower acceptable F-score
privacy-threshold. Looking at a thought experiment of an
appliance used twice a day and a measurement duration of
three years leads to approximately 300 events. Even one-third
of these events would be enough to estimate typical usage
times.
The privacy-threshold should also be chosen separately for
each appliance. For example, one run of a dishwasher leads
to many events. Although for a time interval of 30 s the
F-score goes down to 0.32 (Fig. 10), the main big events are
still detectable at this time granularity (Fig. 12, upper panel)
suggesting that a lower threshold is needed for the dishwasher. Averaging over a 5 min interval, only one edge is
left (Fig. 12, lower panel), using a 15 min interval, also this
last event can not be detected any more suggesting for the
dishwasher an F-score threshold of 0.04 or less. Despite these
open issues, the usefulness of the performed evaluations for a

Fig. 12. Edges for dishwasher for t = 30 s (upper panel) and 300 s
(lower panel).

first assessment of the impact of time granularity on personal
information could be shown.
VIII. C ONCLUSION
Although being the simplest possible privacy enhancing
technique, the impact of decreasing the time resolution on privacy analyzes of load signals obtained from smart metering to
date has not been studied systematically. Since the first step
in a privacy attack can consist of the assessment of appliance
use which is in turn often based on edge detection methods,
the influence of the time interval on edge detection methods
applied on load signals is studied.
Using edge detection alone already leads to valuable insights
about the disaggregation possibilities for different appliances,
a full NIALM-analysis is not necessary. Appliances whose
events have a small overlap with the events of the other
appliances can more easily be disaggregated.
With increasing time interval, the recall, i.e., the proportion of detected edges stemming from a device decreases.
This decrease is more pronounced for appliances with shorter
on-durations. As a coarse rule of thumb, when the time interval exceeds half the typical on-duration of an appliance, the
appliances event values cannot be reliably detected any more.
For the house analyzed in detail, increasing the measurement interval to 15 min has the effect that only four out of
15 appliances/circuits remain detectable (three lighting circuits
and the refrigerator). For these remaining appliances the disaggregation precision stays high, because even for high time
intervals the transient passing edge detection method robustly
determines edge values.
Privacy implications can be evaluated by F-score values or
the proportion of single events of an appliance. Evaluating
these values for different appliances and time granularities,
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the resulting matrices can be visualized. This visualization
represents the impact of time granularity on privacy in an easily understandable way suited for nonexperts like the users
themselves or other decision makers.
For the next natural steps toward privacy evaluation datasets
that include personal information or activity logs are needed
enabling a more direct assessment of personal information.
Such data would be the basis for finding a well-founded
way of choosing privacy-thresholds, an evaluation method that
combine the two methods proposed here or other methods
especially designed for low measurement intervals.
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