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Wavelet-Based Multiresolution Smart Meter Privacy
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Abstract—The availability of individual load curves per household in the smart grid end-user domain combined with nonintrusive load monitoring (NILM) to infer personal data from
these load curves has led to privacy concerns. Based on insights
of the interrelation of load profile resolution and accuracy of
NILM techniques, we propose the use of the wavelet transform
to represent load data in multiple resolutions. Each resolution is
encrypted with a different key using an appropriate cipher and
a hierarchical keying scheme. End-to-end security ensures access
control. To meet requirements of low computational complexity in low-cost smart meters, the lifting implementation of the
wavelet transform is used to generate multiple resolutions. It is
shown that the multiresolution approach is compatible with other
privacy-enhancing technologies, such as secure signal processing.
This allows adding new degrees of freedom to these methods by
introducing the dimension of multiple resolutions. The proposed
approach is evaluated based on the provided level of privacy and
security, computational demands, and feasibility in an economic
sense.
Index Terms—Privacy, smart metering, wavelet transform,
multiresolution, conditional access.

I. I NTRODUCTION
MART METERS form a central component of the smart
grid and in combination with consumer energy management systems (CEMS) provide an interface to smart home
technology. Each smart meter is capable of measuring, storing
and transmitting detailed load profiles. Typically, the data is
transmitted on a daily basis. The exact granularity of the transmitted load profiles is not finally specified, and may differ by
country. The intervals between single measurements will lie
between a few seconds and several minutes.
The deployment of smart meter technology and the ensuing availability of fine-grained consumption data has led to
severe privacy concerns. Already in the 1990s, Hart [1] showed
that personally sensitive information can be extracted from
load profiles through so-called “non-intrusive load monitoring” (NILM). More recent studies improved on the methods,
e.g., Lisovich et al. [2] showed that the appliance information
could be used to infer personal information, such as sleepwake-cycles and presence, but in theory also lifestyle and
religion.
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The fact that accuracy of detection heavily depends on the
resolution of the investigated load profile is often neglected.
Consider the results by Greveler et al. [3], who found that
for some TV sets the multimedia content could be determined by smart meter data at a resolution of 2 seconds. These
results were incorrectly generalized by mainstream media and
scientific contributions alike without regard for resolution.
In [4], Eibl and Engel report results of a first systematic
investigation of the influence of resolution on smart meter privacy. It is shown that the intuitive expectation that the accuracy
of NILM methods decreases with resolution can also be motivated systematically. It is shown that decreasing the resolution
of load profiles transmitted by a smart meter increases privacy.
It is clear that the requirements of smart grid use cases with
respect to resolution differ greatly (e.g., billing only requires a
very low resolution, network monitoring requires a higher resolution and using NILM methods for energy disaggregation to
provide energy saving advice will require an even higher resolution). Furthermore, it is clear that putting control over which
data resolution to send to which stakeholder into the hands of
the end user will dramatically increase user acceptance.
In this paper, we propose a system for privacy-preserving
smart metering. It gives end-users control over access to
their load profiles in different resolutions. Thereby, a usercentric privacy approach is realized. Furthermore, limitation
of resolution can be done in the encrypted domain. The system integrated previously presented methods [5]–[7] for smart
meter privacy based on the wavelet transform into a comprehensive framework, which takes the recent results on the
impact of resolution on privacy into account [4]. We discuss
how the pieces can be put together, and what privacy use cases
can be realized with the integrated approach. The following
requirements are met by this system:
• Multi-resolution representation without data expansion,
• Low computational overhead,
• Conditional access to each resolution,
• Preservation of sum over all resolutions (to support, e.g.,
billing),
• Compatibility
with
other
Privacy-EnhancingTechnologies (PETs), such as secure homomorphic
aggregation, per resolution to add additional privacy
choices, and
• Compatibility with hierarchical key generation.
A main contribution is the transfer and adaptation of methods from other problem domains to the area of smart metering
to create a comprehensive smart metering approach that can
balance both, requirements for functionality and privacy. The
choice and combination of methods is one aspect of this contribution, the adaptation and tailoring of the individual methods
use in smart metering is another aspect. Finally, to evaluate
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the effectiveness of the approach, a privacy measure for smart
metering is introduced.
The remainder of this paper is organized as follows:
Section II gives an overview of related work and discusses
suggestions for other privacy-enhancing technologies. The
impact of resolution on privacy is reviewed in Section III-A.
Section III contains all details on the proposed wavelet-based
approach for smart meter privacy. This section also shows that
the used wavelet transform preserves the sum over all resolutions, which is an important property for use cases like
billing. The proposed approach is evaluated in Section IV.
In Section V the compatibility with other PETs is discussed.
Section VI concludes and gives an outlook on future work.
II. R ELATED W ORK
There are a number of contributions for privacy-enhancing
technologies for smart metering. Jawurek et al. [8] argue, that
approaches relying on policy alone, may prove inadequate
to provide a sufficient level of privacy and that technological methods that enforce privacy by virtue of “strength of
mechanism” need to be employed. Indeed, a number of such
technological approaches have been suggested to remedy the
loss in privacy and still enable smart metering functionality on
a broad basis. In the following, we give a brief overview of
these contributions, based on [9]. More detailed surveys can
be found in [8], [10], and [11].
The only approach that is widely used in the real world at
this point in time, is anonymization or pseudonymization of
smart metering data. Consumption data and the personal data
are split and stored separately. Methods for de-anonymization
are a major threat for these types of approaches. It has been
shown that even after anonymization or pseudonymization,
data items can still be attributed to the individual that originated them. Jawurek et al. [12] show that de-anonymization
can also be done in the smart grid user domain. This structural
traceability is a problem for schemes that rely on anonymization or pseudonymization only without the use of additional
encryption.
Simple aggregation tries to hide data related to individuals
by aggregating over a number of house-holds, e.g., all households in a neighborhood are network (NAN). For example,
Bohli et al. [13] propose a privacy scheme in which high resolution smart meter readings are aggregated at NAN level and
only the aggregate is sent to the utility. They introduce two
solutions both with and with-out involvement of trusted third
parties.
Due to the inherent link between load data resolution and privacy, splitting the load data into a variety of different resolutions, each associated with different
authorization levels, has been proposed by a number of
contributions. For example, the anonymization scheme proposed by Efthymiou and Kalogridis [14] is based on two different resolutions: a low resolution that can be used for billing
purposes, and a high resolution that allows further investigation. This scheme employs a trusted third party escrow service.
In the manuscript presented here, we build on previous work
on wavelet-based multi-resolution privacy [6], [7].

Masking relates to approaches which add numerical artifacts, e.g., random sequences to the original load data to
obfuscate individual contributions. The added artifacts are
constructed in such a way that they cancel each other out
upon aggregation. The aggregator can therefore combine the
data values of all participant to create an accurate aggregation, but cannot gain access to individual contribution.
For example, Kursawe et al. [15] propose such an aggregation protocol, which compared to other approaches has
the advantage of relatively low computational complexity.
Defend and Kursawe [16] further improve on this idea.
Danezis et al. [17] present another low-overhead protocol
for aggregation of smart meter data, which puts minimal
computational demands on the smart meter hardware.
Differential privacy, as Dwork [18, p. 1] puts it, roughly
speaking, “ensures that (almost, and quantifiably) no risk is
incurred by joining a statistical database”. Adding or removing an item from the database will not (or only to a very
limited degree) affect the result of statistical computations.
This is commonly achieved by the distributed generation of
noise which is added to the individual data contribution.
Shi et al. [19] propose a scheme for adding random noise
to time series data using a symmetric geometric distribution.
An advantage of this scheme is that the participants need not
trust each other, nor rely on a trusted aggregator. As another
example, Ács and Castelluccia [20] obscure individual data
sets by adding Laplacian noise, which is jointly generated by
the participants. Apart from the obvious drawback that the
data is no longer exact after differential privacy is applied,
data pollution by malicious participants is another issue with
this approach [19].
Secure Signal Processing (SSP) refers to the possibility
to perform certain computations, such as aggregation in the
encrypted domain. A commonly employed mechanism in
SSP is homomorphic encryption, which allows some specific manipulations of the ciphertext to be reflected in the
plaintext domain. For example, Li et al. [21] propose an overlay network in a tree-like topology and the use of a Paillier
cryptosystem. Garcia and Jacobs [22] combine secret sharing
with a Paillier cryptosystem to add flexibility in the aggregation (at the expense of additional computational complexity).
Erkin and Tsudik [23] extend the idea of homomorphic
encryption of smart meter readings by splitting the module
into random shares, which, in combination with a modified Pailler cryptosystem, allows flexible spatial and temporal
aggregation for different use cases, such as billing or network
monitoring.
III. WAVELET-BASED S MART M ETER P RIVACY
A. Motivation for Multi-Resolution Privacy
The basis for both, regulatory-based and technology-based
approaches, is detailed knowledge of what information can
be extracted from the available user data. To date, there is
little systematic research on this subject in the context of
smart grids.
In [24], Molina-Markham et al. investigate the information revealed from load profiles at different granularities.
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They show that with off-the shelf statistical methods detailed
information on the behavior of users can be inferred from load
profiles without prior knowledge or precomputed appliance
signatures. They argue that “the information leaks directly
correlate with the time granularity that a meter measures
power consumption” [24, p. 61] and list a number of privacyrelevant questions that can be answered using load profiles at
granularities ranging from hours to seconds.
In [4], Eibl and Engel study the impact of resolution on
NILM methods systematically. The authors use the so-called
F-Score, a combination for accuracy and precision to evaluate
appliance detection in a number of different resolution. The
approach is empirically evaluated using the publicly available
REDD energy disaggregation data set [25]. The results clearly
and systematically show that appliance detection accuracy
decreases with resolution.
Based on these insights, it is only logical to aim at differentiating access control to load profile by resolution. The
classical wavelet transformation in the lifting implementation
is the ideal tool to create integrated, multi-resolution representations of load profiles. In contrast to the Fourier transform,
which only provides localization in the frequency domain, the
wavelet transform allows to strike a balance between localization in the time domain and the frequency domain. This allows
to create a cascade of lower resolution representations of the
original sequence, each of which exactly correspond to a subsampled version of the previous resolution with half its size.
Each resolution contained in the multi-resolution load profile
can be tailored to correspond to a class of detection accuracy (as will be discussed in Section IV-B). Granting access to
third party based on this multi-resolution representation allows
informed, privacy-aware data exchange to the user.
Multi-resolution privacy, as proposed here can be seen as
orthogonal to many of the approaches mentioned in Section II,
i.e., approaches such as secure signal processing or masking
can be combined with and enhanced by multi-resolution analysis. This leads to more possibilities that can be presented
to the user, e.g., a higher resolution could be restricted to be
communicated over secure aggregation only, while a lower
resolution could be communicated as an individual load profile to a defined external party through end-to-end security.
Note that the approach proposed here supports both, billing
and aggregation use-cases (which are often distinguished in
literature). The combination of multi-resolution privacy with
selected other PETs is discussed in more detail in Section V.
B. Multi-Resolution Load Profile Representation
Let L[i] be a tuple of length n, with i = 1, . . . , n, containing
the data values of the original load profile (without loss of generality, we assume these data values to be of type float). For the
sake of readability, we omit the index and write L whenever
we do not need to refer to individual elements of L[i].
A wavelet transform of maximum depth d, denoted
as Wd (L), is applied to the original load profile L by iteratively
applying the transformation in d steps to the resulting low pass
subbands: In each step k, for k = 1, . . . , d, the wavelet transform operates on data of resolution r := d − k and produces

Fig. 1.
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Wavelet transformation of a smart meter load profile.

the next lower resolution, which is half the size of the data at
resolution r. As illustrated in Fig. 1, in each step k, a low-pass
subband Lr−1 and a high-pass subband Hr are produced in this
way, each half of the size of the input data, i.e., the number of
samples after step k is n·2−k . The coefficients contained in Hr
are stored as the wavelet coefficients of resolution r. Then the
wavelet transform is applied to Lr−1 to produce the next lower
resolution, until the lowest resolution r = 0 is reached. At the
end of the transformation the sequence L0 , H1 , . . . , Hd is
obtained, see Fig. 1. In the following, we use wi as a short hand
to refer to each of the individual subbands L0 , H1 , . . . , Hr },
i.e., w0 := L0 , w1 := H1 , . . . , wd := Hd . Furthermore, we
denote the all wavelet coefficients necessary for a resolution r
by Wr , i.e., Wr := {L0 , H1 , . . . , Hr }. For a wavelet transform
of depth d, the maximum (i.e., original) resolution is d.
The synthesis step of the inverse wavelet transform Wd−1
starts with the lowest resolution r = 0. To get the next
higher resolution of the signal the next higher resolution subband is needed, so that in a series of d steps one finally
obtains the original load curve (since we only consider lossless
transformations).
In order to provide a load profile Lt with a target resolution r
from coefficients Wd (where r ≤ d) only r synthesis steps
need to be performed and only the subbands with resolution
t ≤ r, i.e., Wr are needed. Denoting the selection of the lower
r resolutions from Wd as Tr (·) this can be written as
Lr = Wr−1 (Tr (Wd ))

(1)

The operator Tr can be generalized to be any linear transformation T of the wavelet coefficients to be used for example for
denoising, which could be valuable for transmission of signal
aggregations. Representing load profiles in the wavelet domain
can also be a basis for signal processing [26] and data compression [27], [28]. As these aspects are out of the scope of this
paper, the combination of signal processing and compression
with the privacy approach proposed here will be addressed by
future work. Another item to be considered for future work is
the use of non-uniform sampling: for areas where the signal
is smooth the sampling interval could be increased adaptively,
whereas for areas where the signal is less smooth, the sampling interval could be increased – in this way privacy could be
increased while still retaining the same average sampling rate.
The discrete wavelet transform does not lead to data
expansion, and by using a lifting implementation the transformation can even be done in-place: “The lifting scheme
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also leads to a fast in-place calculation of the wavelet transform, i.e., an implementation that does not require auxiliary
memory.” [29, p. 4]. Therefore, the number of bits needed
to represent the coefficient data of a level d wavelet transform, Wd , is the same number of bits needed to represent the
original load data L.
The wavelet coefficients of the different subbands can be
represented in a single, embedded bitstream, which correspondingly contains all resolutions. Note that if the appropriate
filter is used, the wavelet transform is lossless, i.e., no data loss
occurs and the original load curve can be recovered perfectly
from the coefficients contained in the embedded bitstream.
To implement multi-resolution analysis in a manner that is
suitable for smart metering devices, wavelet lifting [30] provides a helpful perspective: This view on the wavelet transform
factors wavelet filters into lifting steps, which for many filters
rely on simple operations only.

Fig. 2. Final encrypted bitstream produced by the smart meter: The wavelet
coefficients of each subband are encrypted with an individual key.

any resolution, because, as can be easily shown, the sum for
the load profile at any resolution r can be obtained from the
next lower resolution r − 1 as follows:
n

i=1

Lr [i] = 2 ·

n/2


Lr−1 [ j].

(10)

j=1

This is an important property, as it allows the use of any lower
resolution for functions like accurate billing, as the sum of
the original sequence can be derived from any of the lower
resolutions.

C. Applying the Haar Wavelet to Load Profiles
In this paper, we use the simple Haar wavelet filter to create
multi-resolution load profiles. Other filters have been studied by Engel in [6], where the author came to the conclusion
that the Haar wavelet is sufficient for all currently envisioned
use cases and at the same time has the important property of
very low computational complexity: The Haar wavelet filter
realizes low-pass filtering as averaging of the sample values.
The high-pass step is realized by calculating the corresponding
differences to allow for lossless reconstruction.
Let Lr be the input signal at resolution r, and Lr−1 and
Hr be the low-pass and high-pass output signals, respectively.
Further let n be the length of Lr , and for the sake of simplicity,
let n mod 2 = 0. The lifting steps for the forward transform
(going from resolution r to the next lower resolution r−1) with
the Haar wavelet can be written as follows (adapted from [30]):
L̂r−1 [i] = Lr [2i]

(2)

Ĥr [i] = Lr [2i + 1]
Hr [i] = Ĥr [i] − L̂r−1 [i]
1
Lr−1 [i] = L̂r−1 [i] + (Hr [i]),
2

(3)
(4)
(5)

with i = 1, . . . , n2 . The inverse transform (going from resolution r − 1 to r − 1) correspondingly is given as
1
L̂r−1 [i] = Lr−1 [i] − (Hr [i])
2
Ĥr [i] = Hr [i] + L̂r−1 [i]
Lr [2i + 1] = Ĥr [i]
Lr [2i] = L̂r−1 [i]

(6)
(7)
(8)
(9)

again with i = 1, . . . , n2 .
This transformation is lossless, and the applied operations
in each step are equivalent to subsampling. In effect, each
iteration of applying the Haar wavelet is equivalent to halving
the sampling rate.
The Haar wavelet filter perfectly preserves the first moment
in each step of the transform. The sum of the original
load profile (i.e., the total consumption) can be accessed at

D. User-Centric Privacy Through Conditional Access
The idea of conditional access stems from the context of
multimedia entertainment data. Entertainment content usually
exists in various resolutions (e.g., mobile content, standard
definition, high definition), which may be priced differently.
A multi-resolution representation of the multimedia data
allows the efficient representation of the resolutions in a single bitstream. This is an advantage as only one version of the
bitstream needs to be handled and transmitted. Conditional
access allows users to pay only for the resolutions they are
interesting in. For example, the owner of a standard definition
television has no need to pay for the high-definition version
of the content. Through conditional access only the bitstream
portion relevant for the desired resolution is decrypted, the rest
of the bitstream is ignored.
We propose to use the conditional access paradigm for smart
metering data in multi-resolution representation. Each subband
L0 , H1 , . . . , Hd is encrypted with a different key (key generation and handling are discussed in Section III-E). The whole
datastream is transmitted over a Smart Grid communication
infrastructure. Access to the different resolutions is thereby
only granted to parties that hold the needed keys, as illustrated
by Figure 2.
This scheme allows flexible control by the end-user how
access is granted to smart meter data. For example, a particular energy provider may be granted access only to the
lowest resolution for billing purposes. A third-party service
providing energy saving advice by employing NILM methods
may be granted access to the highest resolution by the user.
The end-user may further be willing to provide data for network monitoring, but only at a medium resolution. Note that
the approach presented here provides all the necessary means
and ingredients for multi-resolution privacy, but it does not
make the decision on which resolution to choose on the users’
behalf. This part could be provided, e.g., by a recommender
system, which advises the user on the privacy implications of
a certain resolution. First steps into such automated privacy
recommendations have been made in [31].
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Illustration of Wavelet-based Multi-Resolution Privacy: Three communication paths from user domain to recipient.

Tt (where 0 ≤ t ≤ R), i.e., decreasing the resolution, can
be applied before or after encryption. Note that no keys are
required to decrease the resolution of the encrypted bitstream,
as the operation is a simple truncation: For reducing the resolution from r to r − 1, discarding the bits of the encrypted
coefficients of Hr is sufficient. As each resolution is encrypted
separately, the boundaries are known and the truncation can
be done in the encrypted domain (if a cipher is used that preserves the number of bits, the truncation points are known
implicitly, otherwise explicit markers can be introduced).
This allows rate adaptation not only by the users themselves, but also at a later point, e.g., through a third party
(no keys need to be provided for this third party). In this
way, the proposed scheme also enables relaying of data in
various resolution. An illustrative example is discussed in
Section III-F.
E. Hierarchical Key Generation
In [32], a scheme for generating keys for multi-resolution
privacy is proposed, based on previous suggestions stemming
from multimedia security (e.g., [33]). The original idea is due
to Lamport [34], who already proposed the underlying method
in 1981.
For each resolution r, the key kr−1 for the next lower resolution r − 1 is obtained by using a cryptographic one-way
hash function h on kr :
kr−1 = h(kr ).

(11)

In this way, for each resolution r, all lower resolution
keys kr−1 , kr−2 , . . . , k0 can always be obtained. Using this
hierarchical key generation scheme saves overhead in key
management, as only a single key needs to be stored and
transmitted.
By using a secure cryptographic one-way hash function,
the one-way property ensures that inferring keys for higher
resolutions from a lower resolution key is extremely difficult.
Note that the hierarchical keys are generated for a symmetric scheme, such as AES. Access to the different resolution
to different stakeholders is granted by using the public keys
of these stakeholders. For examples, if a user wants to grant

access to an external party to resolution r = 2, the user
encrypts k2 with the public key pk of this external party,
producing a “wrapped” key wk = Epk (k2 ). The external
party can use its private key sk to obtain the symmetric key:
Dsk (wk) = k2 . Subsequently, keys k1 and k0 can be derived by
using Equation 11. With these keys, all wavelet coefficients of
L0 , H1 and H2 can be decrypted. Finally, the inverse wavelet
transform is applied to obtain the load profile in the target
resolution.
F. Illustration
Figure 3 illustrates the proposed method. In the user domain,
a wavelet transform of depth d is applied to the original load
profile L, resulting in the wavelet coefficients Wd . The coefficients for each resolution r = 0, . . . , d are encrypted with
a unique key kr (using the hierarchical key scheme, as discussed above). Access to different resolutions is granted to
recipients based on these keys. In the illustration, there are
three recipients, each of which is granted access to a different
resolution, r, r , and r , respectively. Access to resolution r, the
highest resolution, is granted to Recipient 1, which could be
a third party service provider for energy optimization through
NILM. Resolutions r and r are relayed over a data concentrator (typically operated by the DSO). Recipient 2 could be
the DSO itself, which is granted access to resolution r to use
the data at this resolution for demand prognosis. Recipient 3
could be the energy provider, which receives a very low resolution r through the DSO’s data concentrator for billing
purposes. (Note that the use of a data concentrator is possible
with the proposed scheme, but not required. The regulation in
some countries prescribes the role of a data concentrator, in
other countries no data concentrators are used.)
Before the data leaves the user domain, by applying T the
user can decrease the data to be transmitted. In the illustration,
there are two communication channels which leave the user
domain: the upper communication channel is a direct channel
to Recipient 1 (e.g., via the user’s Internet connection). For
this recipient, the user grants access to resolution r by providing key kr . Furthermore, only the coefficient data up to
resolution r needs to be transmitted. This can be achieved
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Example for Wavelet Decomposition of Smart Meter Data.

by creating Cr through applying Tr to Cd . Recipient 1 can
decrypt Wr from Cr and by applying the inverse wavelet
transform can reconstruct Lr .
The lower communication channel leaving the user domain
transmits encrypted wavelet coefficient data to Recipient 2 and
Recipient 3, via a data concentrator (DC). As the maximum
resolution for all recipients behind the DC is r , the transmitted
data can be reduced to Cr before it is passed on to the DC.
The DC does not have any keys. Nevertheless, the DC
can apply T to Cr to reduce the amount of data transmitted to Recipient 3 to the lower resolution r . The option of
nodes in the network being able to perform rate adaption is
advantageous in networks with low bandwidth links, such as
narrow-band powerline communication (PLC). Note that the
reduction of resolution by the data concentrator DC by applying Tr is not relevant for security. Even if DC had passed
on Cr to Recipient 1 instead of Cr , Recipient 1 would still
lack the key to decrypt Wr .
Both, Recipient 2 and Recipient 3 can obtain the load profiles Lr and Lr , respectively, in the resolutions intended by
the user.
To also illustrate the data perspective, Figure 4 shows an
example of the wavelet decomposition of actual data. The
original sampling interval in this example is 15 minutes,
i.e., 96 values per day, as shown in Fig. 4(a). The coefficients of a level-1 decomposition with the Haar wavelet is
shown in Fig. 4(b). The left half of these coefficients represent
an lower resolution of the original sequence with a sampling
interval of 30 minutes. Fig. 4(c) shows a level-5 wavelet
decomposition. From this representation, 6 different resolution (including the original resolution) can be obtained, with
the lowest resolution being composed of the three left-most
values and representing a sampling interval of 8 hours.
IV. E VALUATION
In this section, the proposed scheme is evaluated with
respect to computational demands, security and privacy and
real-world feasibility.
A. Complexity
As discussed above, implementing the wavelet transform
as lifting steps is computationally inexpensive. Generally, the
discrete wavelet transform has a complexity of O(n). Due to

the simple operations used in the lifting implementation, the
transformation part can be realized by inexpensive smart meter
hardware.
The computational demands for encryption depends on the
used encryption scheme. For standard encryption schemes,
efficient implementations exist that can be integrated into
smart meter hardware. Some overhead is introduced for key
management, and potentially for the creation of session keys.
The proposed method has been implemented as a proof of
concept in Java (Oracle Java v8 with ARM-extensions, version 1.8.0 with hard float). The method was evaluated in a
low-cost ARM-based environment (Raspberry Pi 2, featuring
a 900MHz quad-core ARM Cortex-A7 CPU and 1 GB RAM at
a cost of $35) running Raspbian Linux (in the version released
on February 15, 2015, based on Debian Wheezy). The choice
of this hardware platform is sensible, as it reflects the computing capabilities smart metering hardware will most likely
provide. Rather than choosing the current solution of a single smart meter manufacturer, we use the open Raspberry Pi
platform in combination with Linux to provide a test environment that is representative of future smart meters in a more
general way.
To evaluate the method, we use the publicly available REDD
data set [25]. This data set contains load data for a number of
houses over the period of several weeks at a measuring interval of 3 seconds. For our test, we use 14 days of load profiles
from house 1. We use the first 28,672 samples of the data
set for each day, which corresponds to a measuring interval
of 3.01 seconds. This sampling interval allows us a maximum
wavelet decomposition depth of 12 without the need for border handling (because the number of samples equals 7 · 212 ),
with the lowest resolution having a size of 7 samples (i.e., one
aggregated value for every 3.4 hours). The sizes of the resolutions are given in Table I. Note that in real world setups, the
number of measurements per day can be chosen by the smart
meter, but will be affected by local legislation.
The following encryption scenarios were used: (1) wavelet
transform only without any encryption, (2) Symmetric encryption: AES with 128-bit and 256-bit keys, and (3) Hybrid
encryption: 128-bit and 256-bit AES resolution keys encrypted
with 2048-bit RSA keys.
The following steps are executed in the scenarios: (i) Apply
a Haar wavelet transform of depth 12 to the load profile
(all scenarios), (ii) Generate 13 hierarchical AES resolution
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TABLE I
R ESOLUTION S IZES AND T EST R ESULTS ; X: ACTIVITY C AN
BE I NFERRED F ROM DATA , C: C OOKING , B: BATHROOM
ACTIVITIES , H: H OUSEWORK , P: P RESENCE /A BSENCE

TABLE II
E XECUTION T IME FOR M ULTI -R ESOLUTION E NCRYPTION ON R ASPBERRY
P I 2, AVERAGE FOR 14 L OAD P ROFILES W ITH 500 E XECUTIONS E ACH

keys (Scenarios 2 and 3 only), (iii) Encrypt L0 , H1 , . . . , H12 ,
each with a different key (Scenario 2 and 3 only), and
(iv) Encrypt the 13 resolution keys with a 2048-bit RSA public
key (Scenario 3 only).
The results are shown in Table II. The timing results
are given in milliseconds comparing wavelet transform
only (WAV) with AES and hybrid encryption (HYB) using
an AES session key encrypted with an RSA public key. In
each category, the 14 daily load profiles from the REDD
data set were investigated, each of which was transformed
and encrypted 500 times. The results present the average time
needed for processing one load profile (i.e., one day).
It can be seen that compared to the computational demands
of the encryption stage, the computational demands for the
wavelet transform are almost negligible. On average, the transformation of a load profile takes 9 ms. This fact is a strong
argument in favor of the proposed approach. Considering other
tasks smart meters will need to be able to handle (such as key
management), multi-resolution support comes at practically no
additional cost.
Some overhead is incurred by the need to create the resolution keys. For creating 13 session keys with the Java
standard pseudo-random number generator (SHA1PRNG), on
a Raspberry Pi 2 and averaged over 500 executions our
implementation took approx. 1390ms.
B. Privacy and Security Analysis
In the following, we first review the proposed protocol
in more formal detail, to make clear which party generates
which keys and which party performs the encryption. We then
outline the basic assumptions regarding adversary behavior.
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The important aspect of information reduction through subsampling is discussed. Finally, based on this discussion, the
used notion of privacy is defined in more detail.
1) Protocol Review: The proposed protocol is given in
Figure 5. For the discussion, one exemplary use case of the
proposed method was selected: A smart meter collects energy
consumption data, performs multi-resolution analysis followed
by encryption and sends the ciphertext to a DSO. We also
include the possibility of an optional concentrator, which can
adapt the resolution by applying T(·) to the ciphertext.
The DSO’s public key pkDSO is made available to the smart
meter via a public key infrastructure (assuming that the smart
meter is initially provisioned with the public keys of the used
certifying authorities). Note that, for the sake of simplicity,
basic security measures (such as authentication and integrity
checking) are not discussed here, but of course should be
added in a real-world application.
A wavelet transformation is performed by the smart meter
resulting in d resolutions (line 1). The individual resolution
keys ki are created by the smart meter with the hierarchical
keying scheme discussed in Section III-E (line 2). The coefficients of each resolution are encrypted with the corresponding
resolution key (line 3), using a symmetric cipher (in our tests
we use AES).
The smart meter is configured to grant the DSO access
to the consumption data up to resolution r (with r ≤ d).
The corresponding resolution key kr is therefore encrypted
with the DSO’s public key (line 5), producing the “wrapped”
key wkDSO . Note that due to using a hierarchical keying
scheme only this single key kr needs to be transmitted to
the DSO (the necessary keys for the lower resolution coefficients can be derived from kr ). The encrypted coefficients Cd ,
together with the wrapped resolution key wkDSO , are transmitted by the smart meter. Note that, additionally, the smart
meter could add more wrapped resolution keys, encrypted for
other recipients with the corresponding public keys.
In the topology, an optional data concentrator can be used:
The data concentrator receives ciphertexts by various smart
meters and passes them on to the DSO. The data concentrator can be configured to perform resolution adaption. In the
protocol in Figure 5, the data concentrator can truncate the resolutions higher than r by simply discarding the corresponding
encrypted coefficients (as discussed above, no decryption is
necessary here).
The DSO decrypts the resolution key kr from wkDSO with
its private key skDSO (line 6) and derives the resolution keys
for the lower resolutions (line 7). It can then decrypt the
encrypted coefficients for the resolutions up to r (lines 8-9).
Finally, by applying the inverse wavelet transform, the load
data Lr of resolution r is obtained (line 10).
2) Adversary Model Assumptions: The smart meter is
assumed to be trusted: It will reliably realize wavelet transform, key generation and encryption. It is assumed that
no active or passive adversary has access to the internal
processing of the smart meter.
The DSO and potential other legitimate recipients of the
load data (in a specific resolution) are assigned an honest-butcurios (semi-honest) role: They will reliably perform wavelet
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Fig. 5. Protocol for Multi-resolution Privacy for transferring a load profile L from the smart meter to the DSO at reduced resolution r as Lr , with optional
additional rate adaption applied by a data concentrator. pkDSO denotes the DSO’s public key, skDSO denotes the DSO’s private key. ki denotes the resolution
keys used for symmetric encryption of the wavelet coefficients in subband wi . wkDSO denotes the “wrapped key,” i.e., the resolution key of the highest
resolution intended for the DSO encrypted by pkDSO .

transform and decryption, and will generally adhere to the
protocol. However, if a recipient sees an opportunity to get
data at a higher resolution than intended by the smart meter
for this recipient, it will access this information.
The data concentrator needs not be a trusted entity. It only
needs to be trusted to receive data and pass on this data, optionally with rate adaption. The data concentrator is not trusted
with key material.
The communication links are assumed to be insecure and at
least subject to eavesdropping, possibly also subject to active
attacks, such as man-in-the-middle attacks.
3) Analysis of Potential Attacks: A semi-honest recipient
(e.g., a DSO) could try to gain access to higher resolutions than the sender intended. There are different options
to try: (i) derive a resolution key for a higher resolution
than the wrapped key, (ii) derive higher resolutions from the

lower resolutions, (iii) break the symmetric encryption of the
coefficients for the higher resolutions, (iv) break the asymmetric encryption of other wrapped keys transmitted with
the ciphertext (intended for other recipients). Option (i) is
infeasible if a proper one-way hash function (e.g., SHA-3)
is used to create the hierarchical keys. Option (ii) is infeasible
given certain assumptions, which will be discussed in detail
in Section Privacy Analysis below. Option (iii) and (iv) are
infeasible if state-of-the-art cryptographic methods are used
with suitable keys. In our tests we use AES and RSA. It can
be concluded that even for a semi-honest recipient, the protocol achieves the intended effect of only granting access to a
certain resolution.
A collusion of multiple semi-honest recipients will yield
the plaintext data of the highest resolution granted to this group
of recipients (by sharing the plaintext). However, the collusion
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will not yield the plaintext consumption data of higher
resolutions.
A semi-honest data concentrator trying to gain access
to the data has less options than the semi-hones recipient,
as it does not have any access to the keys and therefore, other than the recipient, cannot decrypt even parts of
the data. Options (i) and (ii) are therefore not applicable.
Options (iii) and (iv) are infeasible, if proper ciphers are used.
The only information that the data concentrator has, is the
number of recipients (through the number of wrapped keys),
the addresses of recipients for which the data concentrator acts
as a direct relay, and the number of resolutions contained in
the message.
A malicious data concentrator can refuse to pass on the
message and can thus realize a denial of service attack. It can
also send bogus messages: the data concentrator can make
up consumption data, acquire the public key of the DSO
(or any other recipient) and then run the protocol steps for
encryption (lines 1-5 in Figure 5). This can be counteracted
by integrity checks. A malicious data concentrator could also
perform a man-in-the-middle attack. This can be counteracted by putting authentication into place. One attack by a
malicious concentrator remains that cannot be counteracted:
a malicious concentrator can always decrease the resolution
of the ciphertext it passes on. Recipients behind the malicious concentrator would then receive lower resolutions than
intended. This circumstance would be noted by the recipient (because the available resolutions would not match the
resolution implied by the included wrapped key).
Eavesdropping attacks on the communication links are
not feasible as only attack options (iii) and (iv) are available,
which are both infeasible. An active malicious attack on the
communication links (such as a man in the middle attack)
can realize the same attacks as a malicious data concentrator.
4) Privacy Analysis: The effectiveness of reducing personal
information through the reduction in resolution is one of the
central questions in evaluating the usefulness of the proposed
scheme. Furthermore, as discussed in the previous section,
legitimate, but semi-honest, recipients could try to obtain
higher resolution information from the lower resolutions.
a) Information reduction through subsampling: For a
user-centric privacy approach, it is essential to answer the
question, how much privacy is introduced by repeatedly halving the sampling rate – i.e., how does a decrease in resolution
actually impact the degree of personal information contained
in the underlying data? And, on a related note, how much
useful information is contained in a certain resolution for realizing a use case desired by the consumer (such as energy usage
optimization).
It is evident that the low-passing filtering achieved by
the Wavelet transform will reduce information leakage for
privacy-sensitive series of load measurements. As the approach
proposed here supports a high number of different resolution, it is safe to state that it will effectively increase privacy.
The question remains, what target resolution the end-consumer
should aim for in a given use-case.
As an example, the study of Eibl and Engel [4] explicitly aimed at tackling the relation between NILM accuracy
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and data resolution (Table I). Empirical material to assess the
utility of a reduction of resolution for increasing privacy is
provided. The four columns on the right-hand side of Table I
shows the effect of decreasing resolution with the waveletbased approach on the detection accuracy for the activities
“cooking”, “bathroom activities”, ”housework”, and “presence/absence”. It can be seen that decreasing the resolution
is a measure to prevent detection of these activities (given the
detection accuracy of current NILM methods). It should be
noted that the transition from detectable to undetectable is not
hard and slightly smoother than suggested by Table I.
In [4], an explicit algorithm is used for a privacy attack.
Although it can be argued that typical NILM algorithms based
on differences of power values should suffer from a decreased
resolution this does not necessarily have to be true in general if other kinds of attacks are considered. For example
the argument does not hold for approaches like the ones
in [35] and [36] where the occupancy information is retrieved
based on absolute values that can even be averaged over
several hours.
As a candidate for a general privacy measure,
Sankar, Rajagopalan et al. propose an information-theoretic
approach that uses mutual information (MI) to evaluate
privacy in [37] and [38]. From the theoretical side, there is
also a relation between differential privacy and MI [39]. As a
big drawback, MI has not been applied to real world data in
these publications. One of the reasons for that lack may be the
fact that MI is hard to estimate. There are approaches in the
(Non-Intrusive Load Leveling) NILL community that use MI
estimated by binning as a method to assess the similarity of
the original and the changed signal [40]. The current method
of choice for the estimation of MI is based on k nearest
neighbors [41], [42] which has shown to be superior to the
binning method which heavily depends on the bin size. In an
attempt to evaluate privacy using MI, we programmed the
algorithm in Matlab and successfully tested the correctness
of our implementation for the correlated Gaussian example.
However, the application to the real world data showed a big
dependence on the number of nearest neighbors k making the
results doubtful. In [41] it is mentioned that the estimation
algorithm fails, if distributions are strongly peaked which is
also the case here. Using ranks instead of the absolute values
did not improve the estimation, so why this algorithm did not
work stays an area for future research.
Instead, the regression approach of [43] and [44] is adopted.
Instead of using Pearson’s coefficient of correlation the more
robust Spearman correlation coefficient rSpearman is used here.
The correlation coefficient was computed between the original sample and a wavelet approximation for each scale.
In [43] and [44] this is done for finite differences of the load
profile corresponding to the privacy attacks on turn-on and
turn-off events. In order to account for other attacks that are
based on absolute values [35], [36] this is also done for absolute values. In order to get the sign right, i.e., a measure for
privacy and not for correlation 1−rSpearman is used as a privacy
measure.
In Figure 6 the result is illustrated for the mains signal of
house 1 of the REDD dataset [25]. As expected the privacy
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has access, to extrapolate the higher resolution. The feasibility of this attack depends on the characteristics of the original
load profile. The question is directly related to the question,
how much privacy is introduced by halving the sampling rate.
If the original has a high number of high frequency components (which are also crucial in NILM accuracy), significant
data loss occurs going from d to r and Eve will be unable to
make any assumptions on resolution d from r.
V. C OMBINATION W ITH OTHER P RIVACY-E NHANCING
T ECHNOLOGIES

Fig. 6. Dependence of privacy, measured by 1 minus the Spearman correlation coefficient between the signal with highest resolution and lower
resolutions.

The multi-resolution approach to privacy presented above
is compatible with many other privacy-enhancing technologies (PETs). By combining these PETs with multi-resolution
analysis, additional degrees of freedom and a broader range
of choices for the end-user can be realized. In the following,
we review the compatibility of the multi-resolution approach
proposed here with privacy-preserving protocols found in the
literature.
A. Secure Aggregation With Homomorphic Encryption
In [7], Engel and Eibl have shown that multi-resolution analysis can be used within privacy preserving protocols which
directly rely on the homomorphic encryption property for
secure aggregation, such as proposed by Li et al. [21] or
Erkin and Tsudik [23]. In particular, it has been shown that
when homomorphic encryption is applied to a signal represented in the wavelet domain, homomorphic additivity is
not only preserved, but can be separately exploited for each
resolution.
B. Additive Secret Sharing

Fig. 7.
Dependence of privacy, measured by 1 minus the Spearman
correlation, on resolution based on absolute values for different appliances.

measure clearly increases when the resolution (here, given as
a time scale) is decreased. This holds especially for the difference of subsequent values suggesting that methods based
on absolute values like in [35] and [36] might be more robust
with respect to a decrease of resolution.
To get further insights, the privacy measure is also computed for signals of individual appliances (Figure 7). Although
absolute values are used here in contrast to [4], the results
are qualitatively consistent with the results of [4]. At the
same resolution, privacy of lights is estimated lower than privacy of other appliances. This is plausible due to the higher
on-times of the lights [4]. Due to the more regular timebehavior of its load curve the refrigerator (typically considered
as privacy-irrelevant) has a rather steep privacy increase in the
middle.
b) Inferring higher resolutions from lower resolutions:
Assume Eve has been granted access to resolution r of a bitstream containing a maximum resolution of d. Eve could try to
use the coefficients from the lower resolutions, for which she

The method proposed by Garcia and Jacobs [22] combines Paillier’s homomorphic encryption with additive secret
sharing. Generally, additive masking terms need no adjustment since they cancel out in the decryption step before the
inverse transformation takes place. Thus, the method is compatible with the wavelet transformation. In [15], Kursawe et al.
describe four different protocols which rely on masking. These
protocols can be categorized into so-called aggregation and
comparison protocols. All of the protocols are designed as
simple as possible to be feasible for use in the field. All
of the aggregation protocols are compatible with wavelets,
and masking can be applied to each resolution separately.
However, in the comparison protocols, the transformed sum
of the values is in the exponent of the generating element of
the Diffie-Hellman group. As the reverse transformation cannot be calculated for terms in the exponent, wavelets are not
compatible with these comparison protocols.
C. Differential Privacy
In [20], Ács and Castelluccia use the modulo operation
for homomorphic encryption instead of Paillier’s homomorphic encryption scheme. Privacy and also confidentiality with
the aggregator is achieved by masking. As stated above, the
additive masking terms need no adjustment. The second main
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feature is the addition of Laplacian noise for differential privacy. This step needs some modification to be used with the
wavelet transform: Basically, the noise needs to be wavelet
transformed before being added to the wavelet subbands in
order to limit its impact upon reverse transformation at the
recipient. The detailed mechanics of this process are out of
scope of this paper and remain a subject for future work.
D. Data Integrity
The method in [45] extends [21] by preserving data
integrity. The wavelet transformation is compatible with this
method since it is mostly based on the ciphertext. There, it is
irrelevant if the encrypted message is in its original or in a
transformed form. Decryption is only done in the incremental
verification process where the compatibility can be verified for
each individual step.
Summarizing, the wavelet method is compatible with existing privacy preserving protocols except comparison protocols.
Adaptations are needed for differential privacy.
VI. C ONCLUSION
We have proposed a method for user-centric smart meter
privacy, which uses the wavelet transform to generate a cascade of different resolutions from the load data created by a
smart meter. Through the use of hierarchical keying schemes,
the user can efficiently grant or deny access to external parties.
Adaptation of resolution, i.e., reduction of data, can be done
after encryption, also by parties lacking the keys, such as data
concentrators.
The computational demands for the proposed scheme are
low and make the approach feasible in an economic sense. The
discussed proof of concept implementation was tested on relatively inexpensive hardware, for real-world use, significantly
cheaper hardware could be used.
Wavelet-based multi-resolution privacy is compatible with
many of the other PETs, which have previously been proposed in literature. We have discussed the compatibility of
the proposed approach with different types of methods on a
theoretical level.
In future work, the question should be addressed, how to
communicate the trade-off between privacy and utility to the
user. Applying the information-theoretic framework introduced
by Sankar et al. [37] to assess privacy and utility at each
resolution could be an interesting direction.
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